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Introduction

Purpose and Audience 

This interface provides the means to access cloud storage and to manage the data stored there. The 
intended audience is application developers who are implementing or using cloud storage. 

Organization 

The chapter contents of this document are described as follows: 

Chapter Contents

1 - Scope Defines the scope of this document

2 - References Lists the documents referenced within this standard

3 - Conventions Describes the conventions used in presenting the interfaces and the 
typographical conventions used in this document

4 - Terms Provides terminology used within this standard

5 - Overview of Cloud Storage Provides a brief overview of cloud storage and details the philosophy 
behind this standard as well as a model for the operations

6 - Getting Started Gives a simple example of the resources that can be accessed and 
the representations used to modify them

7 - Interface Specification Provides the normative specification of the resource representations 
used in the interface

8 - Metadata Provides the normative specification of the metadata used in the 
interface

9 - Implementation Compliance Provides information on implementation compliance

10 - Client Usage Notes Includes a discussion of client considerations

Annex A - Extending the Interface An informative annex with guidelines on extending the interface

Annex B - XAM API Mapping An informative annex describing how to map the XAM™ standard to 
CDMI
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1 Scope

This interface provides the means to access cloud storage and to manage the data stored there. The 
intended audience is application developers who are implementing or using cloud storage. 

2 References

The following references contain provisions that, through references in this text, constitute provisions of this 
SNIA Working Draft. At the time of publication, the editions indicated were valid. All references are subject to 
revision, and parties to agreements based on this Working Draft are encouraged to investigate the possibility 
of applying the most recent editions of the references indicated below.

[CRC] Williams, Ross, “A Painless Guide to CRC Error Detection Algorithms”, Chapter 16, August 1993, 
http://www.repairfaq.org/filipg/LINK/F_crc_v3.html

[REST] “Representational State Transfer” - 
http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm

[RESTful Web] Richardson, Leonard and Sam Ruby, RESTful Web Services, O’Reilly, 2007.

[RFC2045] IETF RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet 
Message Bodies 
http://www.ietf.org/rfc/rfc2045.txt

[RFC2578] IETF RFC 2578, Structure of Management Information Version 2 (SMIv2)
http://www.ietf.org/rfc/rfc2578.txt

[RFC2616] IETF RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1 
http://www.ietf.org/rfc/rfc2616.txt

3 Conventions

3.1 Interface Format

Each interface description has eight sections, as described in Table 1. 

Table 1. Interface Description Format

Section Description

Synopsis GET, PUT, POST semantics

Request Headers Request headers, such as Accept, Authorization, Content-Length, Content-
Type, X-Cloud-Client-Specification-Version

Request Parameters Request parameters, if applicable

Request Message Body A description of the message body contents

Response Headers Response headers, such as Content-Length, Content-Type

Response Message Body A description of the message body contents

CDMI 0.80 – 09/08/2009 Working Draft 1
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Section Description

Response Status A list of codes

Example Request An example of the operation

3.2 Typographical Conventions

The typographical conventions used in this document are described in Table 2.

Table 2. Typographical Conventions

Convention Description

Fixed-width text The names of commands, files and directories, and on-screen computer 
output

Bold, fixed-width text What you type, contrasted with on-screen computer output

Italicized text Variables, field names, and book titles

Note: Additional or useful informative text.

WARNING: Indicates that you should pay careful attention to the probable action, so 
that you may avoid system failure or harm.

4 Terms 

For the purposes of this document, the following definitions apply.

Access Control List1

A persistent list, commonly composed of Access Control Entries (ACEs), that enumerates the rights of 
principals (users and groups of users) to access resources.

ACL1

Acronym for Access Control List.

CDMI

Acronym for Cloud Data Management Interface.

CDMI object identifier

A globally unique object identifier (COID) assigned at creation time for every object and container stored 
within a CDMI-compliant system. 

Cloud Storage1

A synonym for Data Storage as a Service

Working Draft CDMI 0.80 – 09/08/20092
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COID

Acronym for CDMI object identifier.

CRC

Acronym for cyclic redundancy check. 

CRUD

Acronym for Created, Retrieved, Updated, and Deleted

Data Storage as a Service1

Delivery over a network of appropriately configured virtual storage and related data services, based on a 
request for a given service level. Delivery of virtualized storage and data services on demand over a network

Discussion: DaaS typically hides any limit to scalability, is either self-provisioned or provisionless and is billed 
based on consumption.

DaaS1

Acronym for Data Storage as a Service

Infrastructure as a Service1

Delivery over a network of an appropriately configured virtual computing environment, based on a request for 
a given service level. Delivery of a virtualized computer infrastructure on demand. Typically, IaaS is either self-
provisioned or provisionless and is billed based on consumption.

iSCSI

Acronym for Internet Small Computer Systems Interface.

IaaS1

Acronym for Infrastructure as a Service

LUN

Acronym for Logical Unit Number.

MIME 

Acronym for Multipurpose Internet Mail Extensions.

NFS

Acronym for Network File System.

OCCI

Acronym for Open Cloud Computing Interface

CDMI 0.80 – 09/08/2009 Working Draft 3
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OID

Acronym for object identifier.

Platform as a Service1

Delivery over a network of a virtualized programming environment, consisting of an application deployment 
stack based on a virtual computing environment. Typically, PaaS is based on IaaS, is either self-provisioned 
or provisionless, and is billed based on consumption. Delivery of an application deployment stack on demand, 
based on a virtualized computer infrastructure.

Private Cloud1

Delivery of SaaS, PaaS, IaaS and/or DaaS to a restricted set of customers, usually within a single 
organization. Private Clouds are created due to issues of trust. Delivery of SaaS, PaaS, IaaS and/or DaaS to 
a restricted set of customers. Discussion: Private Clouds are created due to issues of trust.

Public Cloud1

Delivery of SaaS, PaaS, IaaS and/or DaaS to a relatively unrestricted set of customers.

PaaS1

Acronym for Platform as a Service.

Representational State Transfer1

A specific set of principles for defining, addressing and interacting with online resources addressable by URIs. 
Architectures that follow these principles are said to be RESTful. The principles include: abstraction of state 
into resources and a uniform set of representations and operations (e.g. HTTP verbs like GET and PUT as 
the only means to manipulate a resource). RESTful interfaces are contrasted with Web Services interfaces 
such as WBEM, which tend to be RPC-like.

Discussion: Architectures that follow these principles are said to be RESTful. The principals include: 
abstraction of state into resources, each resource is directly addressable, and a uniform set of 
representations and operations. RESTful interfaces are contrasted with Web Services interfaces.

REST1

Shorthand notation for Representational State Transfer. 

Software as a Service

Delivery over a network, on demand, of the use of an application. Delivery of an application on demand. 

SaaS1

Acronym for Software as a Service.

XAM  

Acronym for eXtensible Access Method.
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XSet

The primary stored object abstraction in XAM. 

XUID

Acronym for XSet Unique IDentifier.

1Definitions taken from The SNIA Dictionary.
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5 Overview of Cloud Storage

5.1 Introduction

When discussing cloud storage and standards, it is important to distinguish the various resources that are 
being offered as services. These resources are exposed to clients as functional interfaces (data paths) and 
are managed by management interfaces (control paths). We explore the various types of interfaces that are 
part of offerings today and show how they are related. We propose a model for the interfaces that can be 
mapped to the various offerings and that form the basis for rich cloud storage interfaces into the future.

Another important concept proposed in this specification is that of metadata. When managing large amounts 
of data with differing requirements, metadata is a convenient mechanism to express those requirements in 
such a way that underlying data services can differentiate their treatment of the data to meet those 
requirements.

The appeal of cloud storage is due to some of the same attributes that define other cloud services: pay as you 
go, the illusion of infinite capacity (elasticity), and the simplicity of use/management. It is therefore important 
that any interface for cloud storage support these attributes, while allowing for a multitude of business cases 
and offerings, long into the future.

5.2 What is Cloud Storage?

The use of the term cloud in describing these new models arose from architecture drawings that typically 
used a cloud as the dominant networking icon. The cloud conceptually represents any-to-any connectivity in a 
network. The cloud also conceptually represents an abstraction of concerns, such that the actual connectivity 
and the services running in the network that accomplish that connectivity do so with little manual intervention.

This abstraction of complexity and promotion of simplicity is what primarily constitutes a cloud of resources, 
regardless of type. An important part of the cloud model, in general, is the concept of a pool of resources that 
is drawn from, on demand, in small increments (smaller than what you would typically purchase by buying 
equipment). The relatively recent innovation that has made this possible is virtualization. 

Thus, cloud storage is simply the delivery of virtualized storage on demand. The formal term we propose for 
this is Data Storage as a Service (DaaS), which means delivery over a network of appropriately configured 
virtual storage and related data services, based on a request for a given service level. 

5.3 Data Storage as a Service 

By abstracting data storage behind a set of service interfaces and delivering it on demand, a wide range of 
actual offerings and implementations are possible. The only type of storage that is excluded from this 
definition is that which is delivered, not based on demand, but on fixed capacity increments. 

An important part of any DaaS offering is the support of legacy clients. Support is accommodated with 
existing standard protocols such as iSCSI (and others) for block and CIFS/NFS or WebDAV for file network 
storage, as shown in Figure 1. Existing Data Storage Interface Standards.

Working Draft CDMI 0.80 – 09/08/20096
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Figure 1. Existing Data Storage Interface Standards

The difference between the purchase of a dedicated appliance and that of cloud storage is not the functional 
interface, but merely the fact that the storage is delivered on demand. The customer pays for either what they 
actually use, or in other cases, what they have allocated for use. In the case of block storage, a LUN or virtual 
volume is the granularity of allocation. For file protocols, a filesystem is the unit of granularity. In either case, 
the actual storage space can be thin provisioned and billed for, based on actual usage. Data services, such 
as compression and deduplication, can be used to further reduce the actual space consumed.

The management of this storage is typically done out of band of these standard data storage interfaces, either 
through an API, or more commonly, through an administrative browser-based user interface. This interface 
may be used to invoke other data services as well, such as snapshot and cloning.

In this model, we abstract the underlying storage space exposed by these interfaces using the notion of a 
container. A container is not only a useful abstraction for storage space, but also serves as a grouping of the 
data stored in it and a point of control for applying data services in the aggregate.

Another type of DaaS offering is one of simple table space storage, allowing for horizontal scaling of 
database-like operations that certain applications need. Rather than virtualizing relational database instances, 
table space storage offers a new data storage interface of limited functionality, with the emphasis on 
scalability rather than features. Scalability allows the tables to be partitioned across multiple nodes based on 
common key values, affording horizontal scalability at the expense of functions that can typically only be 
implemented by a vertically-scaled relational database.

A great deal of innovation and change is happening in these interfaces, and each offering has its own unique 
proprietary interface as shown in Figure 2. Storage Interfaces for Database/Table Data.

CDMI 0.80 – 09/08/2009 Working Draft 7
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Figure 2. Storage Interfaces for Database/Table Data

Due to the rapid innovation in this space, it is probably best to wait for further development of this type of 
cloud storage before trying to standardize a functional interface for this type of storage.

A third category of functional interface for data storage has emerged. This type of interface treats every data 
object as accessible via a unique URI. It can then be fetched using the standard HTTP protocol, and a 
browser can be used to invoke the appropriate application to deal with the data. 

Each data object is created, retrieved, updated, and deleted (CRUD semantics) as a separate resource. In 
this type of interface, a container, if used, is a simple grouping of data objects for convenience. Nothing 
prevents the concept of containers, in this case, from being hierarchical, although any given implementation 
might support only a single level of such. We call this type of container a “soft” container as shown in Figure
3. Storage Interfaces for Object Storage Client Data.

Figure 3. Storage Interfaces for Object Storage Client Data
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While there are several proprietary examples of this type of interface, they all pretty much support the same 
set of operations. This, then, is an area ripe for standardization. 

5.4 Managing Data in the Cloud

Many of the initial offerings of cloud storage focused on a kind of “best effort” quality of storage service with 
very little offering of additional data services for that data. To address the needs of enterprise applications with 
cloud storage, however, there is increasing pressure to offer better quality of service and the deployment of 
additional data services.

The danger, of course, is that cloud storage loses its benefit of simplicity and the abstraction of complexity as 
additional data services are applied and the implication that these services need to be managed. 

Fortunately, the SNIA Resource Domain Model (see Figure 4) gives us a way to minimize this complexity and 
address the need of cloud storage to remain simple. By using the different types of metadata discussed in 
that model for a cloud storage interface, we can create an interface that allows offerings to meet the 
requirements of the data without adding undo complexity to the management of that data.

Figure 4. Using the Resource Domain Model

By supporting metadata in a cloud storage interface standard and proscribing how the storage system and 
data system metadata is interpreted to meet the requirements of the data, we can retain the simplicity 
required by the cloud storage paradigm and still address the requirements of enterprise applications and their 
data.

5.5 Managing Data and Containers

There is no reason that the management of data and the management of containers should involve different 
paradigms. Therefore, we propose that the use of metadata be extended from applying to individual data 
elements to applying to containers of data as well. Thus, any data placed into a container essentially inherits 
the data system metadata of the container into which it was placed. When creating a new container within an 
existing container, the new container would similarly inherit the metadata settings of its parent’s data system. 
Of course, the data system metadata can be overridden at the container or individual data element level, as 
desired.

Even if the functional interface that the offering provides does not support setting this type of metadata on 
individual data elements, it can still be applied to the containers, even though it may not be able to be 
overridden on the basis of individual data elements through that interface. For file-based interfaces that 
support extended attributes (i.e., CIFS, NFSv4), these extended attributes could be used to specify the data 
system metadata to override that specified for the container through these existing standard interfaces. The 
mapping of extended attribute names and values to individual file data requirements as supported by cloud 
storage will be done as a follow-on effort.

CDMI 0.80 – 09/08/2009 Working Draft 9
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5.6 Reference Model for Cloud Storage Interfaces

By putting all of these elements together, we have the model as shown in Figure 5. Cloud Storage Reference
Model:

Figure 5. Cloud Storage Reference Model

This model shows multiple types of cloud data storage interfaces that are able to support both legacy and 
new applications. All of the interfaces allow storage to be provided on demand, drawn from a pool of 
resources. The capacity is drawn from a pool of storage capacity provided by storage services. The data 
services are applied to individual data elements as determined by the data system metadata. Metadata 
specifies the data requirements on the basis of individual data elements or on groups of data elements 
(containers). 

Working Draft CDMI 0.80 – 09/08/200910



© SNIA

5.7 SNIA Cloud Data Management Interface

As shown in Figure 5. Cloud Storage Reference Model, the SNIA Cloud Data Management Interface (CDMI) 
is the functional interface that applications may use to create, retrieve, update, and delete data elements from 
the cloud. As part of this interface, the client will be able to discover the capabilities of the cloud storage 
offering and to use this interface to manage containers and the data that is placed in them. In addition, data 
system metadata can be set on containers and their contained data elements through this interface.

The majority of existing cloud storage offerings today will likely be able to implement the interface. They can 
implement the interface with an adapter to their existing proprietary interface, or they can implement the 
interface directly, side by side with their existing interfaces. In addition, existing client libraries, such as 
XAM , can be adapted to this interface, as show in Figure 5.

This interface may also be used by administrative and management applications to manage containers, 
accounts, security access, and monitoring/billing information, even for storage that is functionally accessible 
by legacy or proprietary protocols. The capabilities of the underlying storage and data services are exposed 
so that clients can understand the offering. 

Conformant cloud offerings may offer a subset of the CDMI interface as long as they expose the limitations in 
the capabilities part of the interface.

The CDMI specification uses RESTful principles in the interface design where possible. In cases where we do 
not follow these principles, we explicitly call those out. For more information on the REST principles, please 
see [RESTful Web].

5.8 Object Model for CDMI

The model behind the Cloud Data Management Interface is shown in Figure 6. CDMI Interface Model:

Figure 6. CDMI Interface Model
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For data storage operations, the client of the interface only needs to know about containers and data objects. 
All implementations are required to support at least one level of containers a sort of grouping of data 
objects. As shown in Figure 6, the client may do a PUT to the container URI and create a new container with 
the specified name. The KEY/VALUE metadata is optional. Once a container is created, a client may do a 
PUT to create a data object URI. A subsequent GET will fetch the actual data object. The only metadata KEY/
VALUE required on the data object PUT is content type (MIME). Other KEY/VALUE pairs can be used to 
specify the data requirements at the data object or container level. This metadata is defined in the CDMI 
specification.

The CDMI does not need to be used as the data path, and it applies to cloud storage that is exposed as 
standard or proprietary interfaces. In this case, the client might stop at creating the container. The metadata is 
also used to configure the exported interface that the container exposes, such as a block protocol or a file 
protocol.

A cloud offering can also support an accounting URI that allows cloud storage accounts and credentials to be 
managed. Accounts can also be hierarchical, allowing for corporate accounts with multiple children accounts 
for departments or individuals. The accounting resource is also used to bill, meter, and monitor usage 
information.

Finally, a capabilities resource and associated URI allows a client to discover the capabilities of the offering 
and its implementation of CDMI. The interface requires this resource, but static pages that list exactly what is 
implemented can satisfy this requirement.

5.9 CDMI Metadata

CDMI uses many different types of metadata, including HTTP metadata, data system metadata, user 
metadata, and storage system metadata.

• HTTP metadata is metadata that is related to the use of the HTTP protocol, such as content-size, 

content-type, etc. This type of metadata is not specifically related to the CDMI standard but needs to 

be discussed to explain how CDMI uses the HTTP standard.

• Data system metadata is metadata that is specified by a CDMI client and attached to a container or 

data object, abstractly specifying the data requirements that are then supplied by data services that 

are deployed in the cloud storage system. The data system metadata settings are treated as goals. In 

some cases, actual measurements toward these goals are specified. 

• User metadata is arbitrarily defined metadata that is specified by the CDMI client and attached to 

containers and data objects. The namespace used for user metadata is self-administered (reverse 

domain name) and restricted to beginning with the prefix "cdmi_".

• Storage System Metadata – Read-only metadata generated by the storage services in the system to 

provide useful information to a CDMI client. Examples include ACLs, creation time, etc.

Created by User Created By System

Consumed by User User metadata Storage system metadata

Consumed by System Data system metadata N/A

5.10 CDMI Object ID

Every object and container stored within a CDMI-compliant system will have a globally unique object identifier 
(COID) assigned at creation time. The CDMI object ID is opaque but has rules for how it is generated and 
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how it obtains its uniqueness. Each offering that implements CDMI is able to produce these identifiers without 
conflicting with other offerings.

Every CDMI system shall allow access to stored objects by object ID by allowing the object ID to be 
appended to the root container URI. For example, the following root container URI would provide access to 
objects by object ID:

http://cloud.example.com/root

http://cloud.example.com/root/<objectID>

5.11 COID Format

The offering shall create the COID, which identifies a data object or container. The COID shall be globally 
unique and shall conform to the format defined in Figure 7. COID Format. The native format of a COID is a 
variable-length byte sequence and shall be a maximum length of 40 bytes. An application should treat COIDs 
as opaque byte strings. However, the COID format is defined such that its integrity can be validated, and 
independent offerings can assign unique COID values independently.

0 1 2 3 4 5 6 7 8 9 10 … 38 39

Reserved 
(zero)

OID Reserved 
(zero)

Length CRC Opaque Data

Figure 7. COID Format

As shown in Figure 7,

• The reserved bytes shall be set to zero.

• The OID (object identifier) field shall be the SNMP enterprise number of the offering organization that 

created the COID, in network byte order. See [RFC2578] and 

http://www.iana.org/assignments/enterprise-numbers. 0 is a reserved value.

• The 4th byte is reserved and shall be set to zero.

• The 5th byte shall contain the full length of the COID, in bytes.

• The CRC field shall contain a 2-byte (16-bit) CRC in network byte order. The CRC field enables the 

XUID to be validated for integrity. The CRC field shall be generated by running the algorithm [CRC] 

across all bytes of the XUID, as defined by the length field, with the CRC field set to zero.

• The CRC function shall have the following parameters:

Name : "CRC-16"

Width : 16

Poly : 0x8005

Init : 0x0000

RefIn : True

RefOut : True

XorOut : 0x0000

Check : 0xBB3D

This function defines a 16-bit CRC with polynomial 0x8005, reflected input and reflected output.

This CRC-16 is specified in [CRC].

CDMI 0.80 – 09/08/2009 Working Draft 13
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• The native format for a COID is binary. When necessary, COID textual representation should be 

base64-encoded, as described in Section 6.8 of [RFC2045], which uses US-ASCII.
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6 Getting Started 

6.1 Creating a Container for Your Data 

PUT to the URI the container name and other metadata  

PUT: /MyContainer

Host: cloud.example.com

Accept: application/vnd.org.snia.cdmi.container+json

Content-Type: application/vnd.org.snia.cdmi.container+json

X-CDMI-Specification-Version: 1.0

{

   “metadata” : [ ],

}

The response looks like: 

HTTP/1.1 201 Created

Content-Type: application/vnd.org.snia.cdmi.container+json

X-CDMI-Specification-Version: 1.0

{  

   “objectURI” : “/MyContainer”,

“objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

“parentURI” : “/”,

   “accountURI” : “/cdmi_accounts/MyAccount”,
   “capabilitiesURI” : “/cdmi_capabilities/container”,

   “percentageComplete” : “Complete”,

   “metadata” : [ ],

   “children” : [ ],

}

6.2  Put a Data Object to the Container 

PUT to the container URI the data object name and contents  

PUT: /MyContainer/MyDataObject.txt

Host: cloud.example.com

Accept: application/vnd.org.snia.cdmi.dataobject+json

Content-Type: application/vnd.org.snia.cdmi.dataobject+json

X-CDMI-Specification-Version: 1.0

{

   “mimemype” : “application/txt”,

   “metadata” : [ ],

   “value” : “This is the Contents”,

 }

The response looks like: 

HTTP/1.1 201 Created

Content-Type: application/vnd.org.snia.cdmi.dataobject+json

X-CDMI-Specification-Version: 1.0

{

   “objectURI” : “/MyContainer/MyDataObject”,

   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

   “parentURI” : “/MyContainer”,

   “accountURI” : “/cdmi_accounts/MyAccount”,
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   “capabilitiesURI” : “/cdmi_capabilities/dataobject”,

   “percentageComplete” : “Complete”,

   “mimetype” : “application/txt”,

   “metadata” : [ ],

}

6.3 List the Container Contents 

GET from the container URI  

GET: /MyContainer

Host: cloud.example.com

Accept: application/vnd.org.snia.cdmi.container+json

Content-Type: application/vnd.org.snia.cdmi.container+json

X-CDMI-Specification-Version: 1.0

The response looks like: 

HTTP/1.1 200 OK

Content-Type: application/vnd.org.snia.cdmi.container+json

X-CDMI-Specification-Version: 1.0

{

   “objectURI” : “/MyContainer”,

   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

   “parentURI” : “/”,

   “accountURI” : “/cdmi_accounts/MyAccount”,

   “capabilitiesURI” : “/cdmi_capabilities/Container”,

   “percentComplete” : “Complete”,

   “metadata” : [ ],

   “children” : [ “MyDataObject” , ]

}

6.4 Get the Contents of a Data Object 

GET from the data object URI 

GET: /MyContainer/MyDataObject.txt

Host: cloud.example.com

The response looks like: 

200 OK

Content-Type: application/txt

This is the Contents

6.5 Get the Metadata of a Data Object 

HEAD from the data object URI 

HEAD: /MyContainer/MyDataObject.txt

Host: cloud.example.com

Accept: application/vnd.org.snia.cdmi.dataobject+json

Content-Type: application/vnd.org.snia.cdmi.dataobject+json

X-CDMI-Specification-Version: 1.0

The response looks like: 

HTTP/1.1 200 OK

Content-Type: application/vnd.org.snia.cdmi.dataobject+json

X-CDMI-Specification-Version: 1.0

Working Draft CDMI 0.80 – 09/08/200916



© SNIA

{

   “objectURI” : “/MyContainer/MyDataObject.txt”,

   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

   “parentURI” : “/MyContainer”,

   “accountURI” : “/cdmi_accounts/MyAccount”,

   “capabilitiesURI” : “/cdmi_capabilities/dataobject”,

   “percentageComplete” : “Complete”,

   “mimetype” : “application/txt”,

   “metadata” : [ ],

}

6.6 List All of the Containers  

GET from the root URI  

GET: <root URI>

Host: cloud.example.com

Accept: application/vnd.org.snia. cdmi.container+json

Content-Type: application/vnd.org.snia.Ccdmi.container+json

X-CDMI-Specification-Version: 1.0

The response looks like: 

HTTP/1.1 200 OK

Content-Type: application/vnd.org.snia.cdmi.container+json

X-CDMI-Specification-Version: 1.0

{

   “objectURI” : “/”,

   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

   “parentURI” : “/”,

   “accountURI” : “/cdmi_accounts/MyAccount”,

   “capabilitiesURI” : “/cdmi_capabilities/Container”,

   “percentComplete” : “Complete”,

   “metadata” : [ ],

   “children” : [ “MyContainer” , ]

}
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7 Interface Specification  

7.1 HTTP Status Codes

HTTP status codes are used to convey the results of the RESTful operations and follow the basic semantics 
of HTTP with minimal overloading. Other status codes are not part of this specification and retain their original 
semantics from HTTP 1.1.

Status Code HTTP Name Used for

200 OK Resource retrieved successfully

201 Created Resource created successfully

202 Accepted Long running operation accepted for processing

204 No Content Operation successful, no data

400 Bad Request Missing or invalid request contents

401 Unauthorized Invalid authentication/authorization credentials

403 Forbidden This user is not allowed to perform this request

404 Not Found Requested resource not found

405 Method Not Allowed Requested HTTP verb not allowed on this resource

406 Not Acceptable No media type can be produced at this URI that matches the request

409 Conflict The request would cause an invalid state transition on the server

500 Internal Server Error An unexpected vendor specific error

7.2 Manipulating Objects in the Model

As a general convention, when an object is created, the response body will contain more information than is 
required, which is the equivalent of doing a GET afterward.

7.3 Manipulating Data Objects

7.3.1 Data Object Model

Data objects are the fundamental storage component within CDMI and are analogous to files within a 
filesystem. Each data object has a single data stream and a set of standardized and optional metadata 
generated by the cloud storage system and specified by the cloud user. 

Data objects are addressed in CDMI in one of the two following ways: 

http://cloud.example.com/dataobject

http://cloud.example.com/AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg== 
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The first example addresses the data object by URI, and the second addresses the data object by object ID. 
Every data object has a single, globally unique object identifier that remains constant for the life of the object. 
Each data object may also have one or more URI addresses that allow the object to be accessed. 

Every data object has a parent object from which the data object inherits data system metadata that is not 
explicitly specified in the data object itself. For example, the "budget.xls" data object stored at 
"http://cloud.example.com/finance/budget.xls" would inherit data system metadata from its parent container, 
"finance".

7.3.2 Operations on Data Objects

Table 3 defines the operations for data objects.

Table 3. Operations on Data Objects

Operation Definition

Create data 
object

A PUT transaction to a non-existing URI specifying the data object content-type. Creates a 
new data object at that URI.

 Support for the ability to create a new data object is indicated by the presence of the 
"cdmi_create_dataobject" capability in the parent object.

 If the new data object is a reference of an existing data object, support for the ability to 
create the reference is indicated by the presence of the "cdmi_create_reference" capability in 
the parent object and the presence of the "cdmi_reference_dataobject" capability in the 
source object.

 If the new data object is a copy of an existing data object, support for the ability to copy 
is indicated by the presence of the "cdmi_copy_dataobject" capability in the source object.

 If the new data object is the destination of a move, support for the ability to move the 
data object is indicated by the presence of the "cdmi_move_dataobject" capability in the 
source object.

 If the new data object is the destination of a deserialize operation, support for the ability 
to deserialize the source data object is indicated by the presence of the 
"cdmi_deserialize_dataobject" capability in the parent of this data object.

 If the new data object is the destination of a serialize operation, support for the ability to 
serialize the source data object is indicated by the presence of the 
"cdmi_serialize_dataobject", "cdmi_serialize_container", "cdmi_serialize_account", or 
"cdmi_serialize_queue" capability in the source object.

Read data 
object 
contents

A GET transaction for a data object URI returns the contents (value) of the data stream of an 
object. If the content type of cdmi.dataobject is used, the data object metadata is also 
returned. 

 Support for the ability to read the metadata of an existing data object is indicated by the 
presence of the "cdmi_read_metadata" capability in the specified object. 

 Support for the ability to read the contents of an existing data object is indicated by the 
presence of the "cdmi_read_value" capability in the specified object. 

Read data 
object 
Metadata

A HEAD transaction for a data object URI returns the data object metadata. 

Support for the ability to read the metadata of an existing data object is indicated by the 
presence of the "cdmi_read_metadata" capability in the specified object.  
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Operation Definition

Update data 
object

A PUT transaction for a data object URI modifies the contents of an existing data object 
either by replacing the data stream or by inserting or modifying the data object metadata. 
Note: The objectID will not change on an update. 

 Support for the ability to modify the value of an existing data object is indicated by the 
presence of the "cdmi_modify_value" capability in the specified object. 

 Support for the ability to modify the metadata of an existing data object is indicated by 
the presence of the "cdmi_modify_metadata" capability in the specified object. 

Delete data 
object

A DELETE transaction for a data object URI deletes the data object. 

Support for the ability to delete an existing data object is indicated by the presence of the 
"cdmi_delete_object" capability in the specified object. 

Metadata on Data Objects 

Data object metadata can also include arbitrary user-supplied metadata and data system metadata, as 
specified in Chapter 8, “Metadata.”

7.3.3 Addressing Data Objects

Each data object is addressed via one or more unique URIs, and all operations may be performed through 
any of these URIs. 

7.3.4 Data Object Consistency

Writing a data object is an atomic operation. If a client were to read an object simultaneously with a write to 
that same object, it shall get either the old version or the new version, but not a mix of both. Writes are also 
atomic in the face of errors. Multiple simultaneous writes completing without errors shall be ordered by the 
timestamps on the returning responses. Note that conformant implementations need only support this 
atomicity via the CDMI object interface and are free to provide other semantics through other interfaces to the 
data in the container.

7.3.5 Data Object Representations

The representations in this section are shown using JSON notation. A conforming implementation shall 
support the mandatory parameters and may support the optional parameters. The parameter fields may be 
specified or returned in any order. Both clients and servers shall support JSON representation. Future version 
of the specification may support XML representations. 
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7.3.5.1 Create a Data Object

Synopsis: 

PUT: <root URI>/{ContainerName}/{name}

The name part of the URI above determines the name of the data object. After creation, the same data object 
can also be accessed via <root URI>/objectID. Throughout this document we will use the full path in the 
synopsis, although the other form is legal also.

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.dataobject+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

Name Type Description Mandatory/Optional

mimetype String Mime type of the value of the data object. This is returned 
when doing a GET without specifying the cdmi.dataobject 
content type.

Mandatory

metadata String 
array

Metadata for the data object. See Chapter 8 for a further 
description of metadata

Optional

deserialize String sourceURI. The data object will be created using the data 
deserialized from the source URI.

Optional*

serialize String sourceURI. The data object will be create with the serialized 
form of the source URI.

Optional*

copy String sourceURI. The data object will be created as a copy of the 
data object at the source URI.

Optional*

move String sourceURI. The data object will be created by copying the 
data object at the source URI data, then removing the data 
object at the source URI upon the successful completion of 
the copy.

Optional*

reference String sourceURI. The data object will be created as a reference to 
the data object at the source URI.

Optional*

value {Opaque} The data object will be created with the JSON-encoded 
data.

Optional*

*Only one of these parameters shall be specified in any given operation, and at least one shall be specified.
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Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-
Specification-
Version

String 1.0 - The server responds with the highest version 
supported by both the client and the server.

Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the data object Resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

mimetype String Mime Type of the value of the data object Mandatory

metadata String 
array

Metadata for the data object. See Chapter 8 for a 
further description of metadata

Mandatory

The objectURI returned in the response shall be the same as the URI of the PUT request.

*The percentComplete value is a string containing the integer numeric value from 0 through 99 inclusive, the 
string “Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric 
values if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or 
Failure” occurs.

Response Status: 

HTTP Status Description

201 Created New data object was created

202 Accepted Data object is in the process of being created. Investigate percentCompleted 
parameter to determine the current status of the operation

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the container URI the data object name and contents 

>> PUT /MyContainer/MyDataObject.txt HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.dataobject+json

>> Content-Type: application/vnd.org.snia.cdmi.dataobject+json

>> X-CDMI-Specification-Version: 1.0
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>> {

>>   “mimetype” : “text/plain”,

>>   “metadata” : [ ],

>>   “value” : “This is the Contents”,

>> }

The response looks like: 

<< HTTP/1.1 201 Created

<< Content-Type: application/vnd.org.snia.cdmi.dataobject+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer/MyDataObject.txt”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/MyContainer/”,

<<   “accountURI” : “/MyAccount/”,

<<   “capabilitiesURI” : “/cdmi_capabilities/DataObject”,

<<   “percentComplete” : “Complete”,

<<   “mimetype” : “text/plain”,

<<   “metadata” : [ ],

<< }
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7.3.5.2 Read a Data Object (No Content Type)

Synopsis: 

GET <root URI>/{ContainerName}/{name}

Request Headers: 

N/A

If a GET is performed on this URI without providing a CDMI Content-Type, the response shall be as if it was 
fetched from a browser and the Content-Type in the response will be according to the MimeType provided in 
the create. [Note: the client my get a redirect during a GET on any CDMI URI.]

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

Header Value Mandatory/Optional

Content-Type MimeType used on create Mandatory

Response Message Body: 

Contents of data object

Response Status: 

HTTP Status Description

200 OK Data object contents in response

204 No Content Data object may not be complete, retry later

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

GET from the data object URI 

>> GET /MyContainer/MyDataObject.txt HTTP/1.1

>> Host: cloud.example.com  

The response looks like: 

<< HTTP/1.1 200 OK

<< Content-Type: text/plain

<< This is the Contents
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7.3.5.3 Read a Data Object (CDMI Content Type)

Synopsis: 

GET <root URI>/{ContainerName}/{name}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.dataobject+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-
Specification-
Version

String 1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the data object Resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

mimetype String Mime Type of the value of the data object Mandatory

metadata String 
array

Metadata for the data object. See Chapter 8 for a 
further description of metadata

Mandatory

value {Opaque} The data object encoded in JSON. Value is only 
provided when percentComplete is “Complete”

Mandatory

*The percentComplete value is a string containing the integer numeric value from 0 through 99 inclusive, the 
string “Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric 
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values if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or 
Failure” occurs.

Response Status: 

HTTP Status Description

200 OK Valid response is enclosed

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

GET to the container URI the data object name and contents 

>> GET /MyContainer/MyDataObject.txt HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.dataobject+json

>> Content-Type: application/vnd.org.snia.cdmi.dataobject+json

>> X-CDMI-Specification-Version: 1.0

The response looks like: 

<< HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.dataobject+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer/MyDataObject.txt”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/MyContainer/”,

<<   “accountURI” : “/cdmi_accounts/MyAccount”,

<<   “capabilitiesURI” : “/cdmi_capabilities/DataObject”,

<<   “percentComplete” : “Complete”,

<<   “mimetype” : “text/plain”,

<<   “metadata” : [ ],

<<   “value” : “This is the Contents”,

<< }
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7.3.5.4 Update a Data Object

Synopsis: 

PUT: <root URI>/{ContainerName}/{name}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.dataobject +json Mandatory

Content-Type application/vnd.org.snia.cdmi.dataobject +json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

Name Type Description Mandatory/Optional

mimetype String Mime type of the data object Optional (may be omitted if 
Mime Type is unchanged)

metadata String 
array

Metadata for the data object. See Chapter 8 for a 
further description of metadata. If present, this 
replaces the existing metadata.

Optional (may be omitted if just 
updating the value)

value {Opaque} This is the new data for the object. If present, this 
replaces the existing value.

Optional (may be omitted if just 
updating the metadata)

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK New metadata and/or content accepted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the data object URI its new contents 

>> PUT /MyContainer/MyDataObject.txt HTTP/1.1
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>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.dataobject+json

>> Content-Type: application/vnd.org.snia.cdmi.dataobject+json

>> X-CDMI-Specification-Version: 1.0

>> {

>>   “mimetype” : “text/plain”,

>>   “metadata” : [ ],

>>   “value” : “This is the Contents”,

>>  }

The response looks like: 

<< HTTP/1.1 200 OK 
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7.3.5.5 Delete a Data Object

Synopsis: 

DELETE: <root URI>/{ContainerName}/{name}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.dataobject+json Mandatory

Content-Type application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK Data object was successfully deleted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The data object cannot be deleted (may be immutable)

Example Request: 

DELETE to the container URI 

>> DELETE /MyContainer/MyDataObject.txt HTTP/1.1
>> Host: cloud.example.com
>> Accept: application/vnd.org.snia.cdmi.dataobject+json
>> Content-Type: application/vnd.org.snia.cdmi.dataobject+json
>> X-CDMI-Specification-Version: 1.0

The response looks like: 

<< HTTP/1.1 200 OK 
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7.3.5.6 Get the Data Object Metadata

Synopsis: 

HEAD: <root URI>/{ContainerName}/{name}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.dataobject+json Mandatory

Content-Type application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.container 
+json

Mandatory

X-CDMI-Specification-Version String 1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the data object resource Mandatory

metadata String 
array

See Chapter 8 for a further description of metadata Mandatory

objectID String Object ID for created object Mandatory

percentComplete String 0..99, Complete, Processing, Failure Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

mimetype String The Mime type of the data object value Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for this 
offering

Mandatory
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Response Status: 

HTTP Status Description

200 OK Metadata for the data object provided in the Message Body

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The container name already exists

Example Request: 

HEAD from the data object URI 

>> HEAD /MyContainer/MyDataObject.txt HTTP:/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.dataobject+json

>> Content-Type: application/vnd.org.snia.cdmi.dataobject+json

>> X-CDMI-Specification-Version: 1.0

The response looks like: 

<< HTTP:/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.dataobject+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer/MyDataObject”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/MyContainer/”,

<<   “accountURI” : “/MyAccount/”,

<<   “capabilitiesURI” : “/cdmi_capabilities/DataObject”,

<<   “percentComplete” : “55”,

<<   “mimetype” : “text/plain”,

<<   “metadata” : [ ],
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7.4 Manipulating Containers 

7.4.1 Container Model

Containers are the fundamental grouping of stored data within CDMI and are analogous to directories within a 
filesystem. Each container has zero or more child containers and data objects and a set of standardized and 
optional metadata generated by the cloud storage system and specified by the cloud user.

Containers are addressed in CDMI in the two following ways:

http://cloud.example.com/container/

http://cloud.example.com/AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==

The first example addresses the container by URI, and the second addresses the container by CDMI object 
ID. Every container has a single, globally-unique object identifier that remains constant for the life of the 
object. Each container may also have one or more URI addresses that allow the container to be accessed.

Containers can also be nested, as shown below:

http://cloud.example.com/container/sub-container/

A container may have a parent object. In this case, the container inherits data system metadata from its 
parent object. For example, the "sub-container" container can inherit its data system metadata from the 
parent container "container".

This model allows direct mapping between CDMI-managed cloud storage and filesystems (for example), as 
CDMI containers can be exported as NFSv4 or WebDAV filesystems, with all metadata visible. As files are 
created, the files and directories are then visible through the CDMI interface.

Every container has a parent object, from which the container inherits data system metadata that is not 
explicitly specified in the container itself. For example, the "2010" container stored at 
"http://cloud.example.com/finance/2010/" would inherit data system metadata from its parent container, 
"finance".

7.4.2 Operations on Containers 

Table 4 defines the operations on containers.

Table 4. Operations on Containers

Operation Definition

Create 
container

A PUT transaction to a non-existing URI specifying the container content type creates a new 
empty container at that URI.

 Support for the ability to create a new container object is indicated by the presence of the 
"cdmi_create_container" capability in the parent object.

 If the new container object is a reference of an existing container object, support for the 
ability to create the reference is indicated by the presence of the "cdmi_create_reference" 
capability in the parent object, and by the presence of the "cdmi_reference_container" 
capability in the source object.

 If the new container object is a copy of an existing container, support for the ability to 
copy is indicated by the presence of the "cdmi_copy_container" capability in the source 
object.

 If a container has exports, they are not carried over on snapshot, move, or serialize 
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Operation Definition

operations.

 If the new container is the destination of a move, support for the ability to move the 
container is indicated by the presence of the "cdmi_move_container" capability in the source 
object.

 If the new container is the destination of a deserialize operation, support for the ability to 
deserialize the source data object serialization of a container is indicated by the presence of 
the "cdmi_deserialize_container" capability in the parent of this new container.

Read 
container 
children

A GET transaction for a container URI returns a list of the immediate child containers and 
data objects, if present, along with container metadata.

 Support for the ability to read the metadata of an existing container object is indicated by 
the presence of the "cdmi_read_metadata" capability in the specified object.

 Support for the ability to list the children of an existing container is indicated by the 
presence of the "cdmi_list_children" capability in the specified object.

Read 
container 
metadata

A HEAD transaction for a container URI returns the container metadata.

Support for the ability to read the metadata of an existing container is indicated by the 
presence of the "cdmi_read_metadata" capability in the specified object.

Update 
container

A PUT transaction for a container URI modifies the metadata of an existing container object, 
and may take a snapshot of its contents.

 Support for the ability to modify the metadata of an existing container is indicated by the 
presence of the "cdmi_modify_metadata" capability in the specified object.

 Support for the ability to snapshot the contents of an existing container is indicated by the 
presence of the "cdmi_snapshot" capability in the specified object.

 Support for the ability to add children to an existing container is indicated by the 
presence of the "cdmi_create_object" or "cdmi_create_container" capabilities in the specified 
object.

Delete 
container

A DELETE transaction for a container URI deletes the container object and recursively 
deletes all contained child containers and data objects.

Support for the ability to delete an existing container is indicated by the presence of the 
"cdmi_delete_container" capability in the specified object.

Metadata on Containers

The following optional data system metadata may be provided:

Metadata Name Description Source Permissions

cdmi_assignedsize The number of bytes that is reported via exported interfaces 
(may be thin provisioned). This may be a limit on cdmi_size.

client Read-Write

Container metadata can also include arbitrary user-supplied metadata and data system metadata as 
described in Chapter 8.

7.4.3 Addressing Container Objects

Each container object is addressed via one or more unique URIs, and all operations may be performed 
through any of these URIs. The address is a combination of the offering’s root URI, zero or more parent 
container name(s), and the container name or objectID. 

CDMI 0.80 – 09/08/2009 Working Draft 33



© SNIA

7.4.4 Container Object Operations

A number of parameters are involved in the above operations, some of which are mandatory and some of 
which are optional. A conforming implementation shall support the mandatory parameters and may support 
the optional parameters.

7.4.5 Create a Container

Synopsis: 

PUT: <root URI>/{ContainerName}/{name}

The name part of the URI above determines the name of the container. After creation, the same container can 
also be accessed via <root URI>/objectID. Throughout this document, we will use the full path in the 
synopsis, although the other form is legal also.

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.container+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String 
array

See Chapter 8 for a further description of metadata Optional

exports String 
array

A list of functional interfaces that will be able to access this 
container

Optional

deserialize String sourceURI. The container will be created using the 
serialized data at the source URI.

Optional*

copy String sourceURI. The container will be created as a copy of the 
container and all children from the source URI.

Optional*

move String sourceURI. The container will be created by copying the 
container and all children from the source URI data, then 
removing the container at the source URI upon the 
successful completion of the copy.

Optional*

reference String sourceURI. The container will be created as a reference to 
the container at the source URI.

Optional*

*If present, only one of these parameters shall be specified in any given operation.

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-Version String 1.0 Mandatory
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Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the container resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

metadata String array Metadata for the container. See Chapter 8 for a 
further description of metadata

Mandatory

exports String array A list of functional interfaces and their paths that will 
be able to access this container

Optional (return only 
if present)

snapshots String array URI(s) of the SnapShot Resource(s) Optional (return only 
if present)

children String array URI(s) of the Object Resource(s) Mandatory

*The percentComplete value is a string containing the numeric value from 0 through 99 inclusive, the string 
“Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric values 
if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or Failure” 
occurs.

*The percentComplete value is a string containing the numeric value from 0 through 99 inclusive, the string 
“Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric values 
if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or Failure” 
occurs.

Response Status: 

HTTP Status Description

201 Created New container was created

202 Accepted Container is in the process of being created. Investigate percentComplete parameter 
to determine the current status of the operation

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lack the proper authorization to perform this request

409 Conflict The container name already exists

Example Request: 

PUT to the URI the container name and other metadata

>> PUT /MyContainer HTTP/1.1

>> Host: cloud.example.com
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>> Accept: application/vnd.org.snia.cdmi.container+json

>> Content-Type: application/vnd.org.snia.cdmi.container+json

>> X-CDMI-Specification-Version: 1.0

>> { 

>>   “metadata” : [ ], 

>>   “exports” : [ [ "protocol" : “OCCI/iSCSI”, "identifier" : 
“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ],["protocol" : “Network/NFSv4”, "identifier" : "/users", 
"permissions" : "account", ], ]

>>}

The response looks like:

<< HTTP/1.1 201 Created

<< Content-Type: application/vnd.org.snia.cdmi.container+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/”,

<<   “accountURI” : “/MyAccount/”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Container”,

<<   “percentComplete” : “Complete”,

<<   “metadata” : [ ],

>>   “exports” : [ [ "protocol" : “OCCI/iSCSI”, "identifier" : 
“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ],["protocol" : “Network/NFSv4”, "identifier" : "/users", 
"permissions" : "account", ], ]

<<   “children” : [ ],

}
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7.4.6 Exporting Containers

CDMI containers are accessible not only via CDMI as a data path, but via other protocols as well. This access 
is especially useful for using CDMI as the storage interface for a cloud computing environment, as in Figure 8 
shows:

Figure 8. CDMI and OCCI in an Integrated Cloud Computing Environment

The exported CDMI containers can be used by the virtual machines in the cloud-computing environment as 
virtual disks on each guest as shown. The cloud computing infrastructure management is shown as 
implementing both OCCI and CDMI interfaces. With the internal knowledge of the network and the virtual 
machine manager’s mapping of drives, this infrastructure can hook the exported CDMI containers to the 
guests. 
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To do this interoperably, CDMI provides a type of export that contains information obtained via the OCCI 
interface. In addition, OCCI provides a type of storage that corresponds to an exported CDMI container. A 
client of both interfaces would perform the following operations as an example:

1. The client creates a CDMI container through the CDMI interface and exports it as an 
OCCI export type. The CDMI container objectID is returned as a result.

2. The client then creates a virtual machine through the OCCI interface and attaches a 
storage volume of type CDMI using the objectID. The OCCI virtual machine ID is returned as 
a result.

3. The client then updates the CDMI container object export information with the OCCI 
virtual machine ID to allow the virtual machine access to the container.

4. The client then starts the virtual machine through the OCCI interface.

7.4.7 Export Structure

The export of a container, via data path protocols other than CDMI, is done by creating or updating a 
container and supplying one or more export structures, one for each such protocol.

The elements of the export structure include:

• The protocol being used 

• The identify of the container as standardized by the protocol

• The list of who can access that container via that protocol, identified as standardized by that protocol 

(may leverage the CDMI accounting for this)

CDMI standardizes several export structures for various protocols. Export structures can also be defined for 
proprietary and vendor extensions of protocols.

7.4.7.1 OCCI Export

CDMI defines an export structure for the OGF standard: Open Cloud Computing Interface (OCCI) as follows:

• Protocol is “OCCI/<protocol standard>” (i.e. OCCI/NFSv4)

• The identifier is the CDMI objected

• The list of who can access is a list of OCCI VM IDs

This is an example of an OCCI export structure in JSON:

[ "protocol" : “OCCI/iSCSI”, "identifier" : 
“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ]

7.4.7.2 iSCSI Export

CDMI defines an export structure for the iSCSI standard as follows:

7.4.7.3 NFS Export

CDMI defines an export structure for the NFS standard as follows:

• Protocol is “Network/NFSv4”

• The path of the share as presented to clients
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• The list of who can access the share

This is an example of an NFSv4 export structure in JSON:

["protocol" : “Network/NFSv4”, "identifier" : "/users", "permissions" : "account", ]

In this example, the value "account" in the permissions field indicates that user credentials should be mapped 
through the account membership in the account of the CDMI container being exported.

7.4.7.4 FC Export

CDMI defines an export structure for the FC standard as follows:

7.4.7.5 FCOE Export

CDMI defines an export structure for the FCOE standard as follows:

7.4.8 Read a Container Object (CDMI Content Type)

Synopsis: 

GET: <root URI>/{ContainerName}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.container+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters:

N/A

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the container Resource Mandatory

objectID String Object ID for created object Mandatory
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Name Type Description Mandatory/Optional

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource 
for this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

metadata String 
array

Metadata for the container. See Chapter 8 for a 
further description of metadata

Mandatory

exports String 
array

A list of functional interfaces that will be able to 
access this container

Optional (return only if 
present)

snapshots String 
array

URI(s) of the SnapShot Resource(s) Optional (return only if 
present)

children String 
array

Names of the children Mandatory

*The percentComplete value is a string containing the numeric value from 0 through 99 inclusive, the string 
“Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric values 
if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or Failure” 
occurs.

Response Status: 

HTTP Status Description

200 OK Metadata for the container Object provided in the Message Body

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The container name already exists

Example Request: 

GET from the container Object URI

>> GET /MyContainer HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.container+json

>> Content-Type: application/vnd.org.snia.cdmi.container+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.container+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/”,

<<   “accountURI” : “/cdmi_accounts/MyAccount”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Container”,

<<   “percentageComplete” : “Complete”,

<<   “metadata” : [ ],

>>   “exports” : [ [ "protocol" : “OCCI/iSCSI”, "identifier" : 
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“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ],["protocol" : “Network/NFSv4”, "identifier" : "/users", 
"permissions" : "account", ], ]

<<   “children” : [ ],

}

CDMI 0.80 – 09/08/2009 Working Draft 41



© SNIA

7.4.8.1 Update a Container

Synopsis: 

PUT: <root URI>/{ContainerName}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.dataobject+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.dataobject+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String array Metadata for the container. See Chapter 8 for a further 
description of metadata

Optional 
(see Chapter  8)

snapshot String Name of the snapshot to be taken Optional

exports String array A list of functional interfaces that will be able to access this 
container

Optional – default to 
CDMI only

Note: The Request Message Body values in the Update will override the original values.  Therefore a Read 
container operation should be performed during an Update container operation so that the request message 
body can contain any existing parameters to be retained.  

Note: if snapshot is present, a snapshot of the container will be taken and will appear as a child with the 
specified name.

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK Container was updated

202 Accepted Container or a snapshot (sub-container) is in the process of being created. Investigate 
percentComplete parameter to determine the current status of the operation

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lasck the proper authorization to perform this request

409 Conflict The container name already exists
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Example Request: 

PUT to the URI the container-updated metadata and exports.

>> PUT /MyContainer HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.container+json

>> Content-Type: application/vnd.org.snia.cdmi.container+json

>> X-CDMI-Specification-Version: 1.0

>> { 

>>   “metadata” : [ ] , 

>>   “exports” : [ [ "protocol" : “OCCI/iSCSI”, "identifier" : 
“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ],["protocol" : “Network/NFSv4”, "identifier" : "/users", 
"permissions" : "account", ], ]

>>}

The response looks like:

<< HTTP/1.1 200 OK
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7.4.8.2 Delete a Container Object

Synopsis: 

DELETE: <root URI>/{ContainerName}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi. 
container+json

Mandatory

Content-Type String application/vnd.org.snia.cdmi. 
container+json

Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

N/A

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK Container object was successfully deleted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The container object cannot be deleted (may be immutable)

Example Request: 

DELETE to the container URI

>> DELETE /MyContainer HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.container+json

>> Content-Type: application/vnd.org.snia.cdmi.container+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK
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7.4.8.3 Get the Container Object Metadata

Synopsis: 

HEAD: <root URI>/{ContainerName}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.container+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.container+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the container Resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

metadata String array Metadata for the container. See Chapter 8 for a 
further description of metadata

Mandatory

exports String array A list of functional interfaces that will be able to 
access this container

Optional (return only 
if present)

snapshots String array names of the snapshots Optional (return only 
if present)

*The percentComplete value is a string containing the numeric value from 0 through 99 inclusive, the string 
“Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric values 
if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or Failure” 
occurs.
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Response Status: 

HTTP Status Description

200 OK Metadata for the container Object provided in the Message Body

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The container name already exists

Example Request: 

HEAD from the container Object URI

>> HEAD /MyContainer

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.container+json

>> Content-Type: application/vnd.org.snia.cdmi.container+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.container+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/”,

<<   “accountURI” : “/cdmi_accounts/MyAccount”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Container”,

<<   “percentComplete” : “Complete”,

<<   “metadata” : [ ],

>>   “exports” : [ [ "protocol" : “OCCI/iSCSI”, "identifier" : 
“AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”, "permissions" : "f63aaa26-30b7-
4a30-91ca-1d03c1e52214", ],["protocol" : “Network/NFSv4”, "identifier" : "/users", 
"permissions" : "account", ], ]

<<   “children” : [ ],

}
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7.5 Manipulating Accounts 

7.5.1 The CDMI Account Model

A CDMI offering may include a hierarchy of accounts that provide access to account-related information within 
a CDMI context. This account hierarchy is a series of CDMI URIs that correspond to parent and child 
accounts, with each account corresponding to logical groupings of containers and objects that are to be 
managed together. account measurement information about the containers and objects associated with each 
account flow up to parent accounts, facilitating billing and management operations that are typical for a cloud 
storage environment.

A CDMI URI may optionally include accounts using the following form:

http://example.com/cdmi_accounts/parent_account/child_account/

Accounts are special containers that are created in the cdmi_accounts container found in the root URI for the 
cloud storage system. If a cloud storage system supports accounts, the cdmi_accounts container shall be 
present and shall include the "cdmi_create_account" capability. If the "cdmi_create_account" capability is 
present for the URI of a given account, then the cloud storage system supports the ability to create child 
accounts under the URI.

7.5.2 Operations on Accounts

Table 5 defines the operations for accounts.

Table 5. Operations on Accounts

Operation Definition

Create 
account object

A PUT transaction to a non-existing URI specifying the account content type creates a new 
account object at that URI.

 Support for the ability to create a new account object is indicated by the presence of the 
"cdmi_account_create " capability in the parent object.

 If the new account object is a reference of an existing account object, support for the 
ability to create the reference is indicated by the presence of the "cdmi_create_reference" 
capability in the parent object, and the presence of the "cdmi_reference_account" capability 
in the source object.

 If the new account object is a copy of an existing account object, support for the ability 
to copy is indicated by the presence of the "cdmi_copy_account" capability in the source 
object.

 If the new account object is the destination of a move, support for the ability to move the 
account object is indicated by the presence of the "cdmi_move_account" capability in the 
source object. Moving an account causes all objects with an AccountURI equal to the 
Source URI to be updated to the new URI.

Read account 
object

A GET transaction for an account object URI returns a list of the immediate child containers 
and data objects, if present, along with the account object metadata. 

 Support for the ability to read the metadata of an existing account object is indicated by 
the presence of the "cdmi_read_metadata" capability in the specified object.

 Support for the ability to list the children of an existing account object is indicated by the 
presence of the "cdmi_list_children" capability in the specified object.

Read account 
object 

A HEAD transaction for an account object URI returns the account object metadata.
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Operation Definition

metadata Support for the ability to read the metadata of an existing account object is indicated by the 
presence of the "cdmi_read_metadata" capability in the specified object.

Update 
account object

A PUT transaction for a account object URI modifies the metadata of an existing account. 
Note: The objectID will not change on an update.

Support for the ability to modify the metadata of an existing account object is indicated by 
the presence of the "cdmi_modify_metadata" capability in the specified object.

Delete account 
object

A DELETE transaction for an account object URI deletes the account object. Deleting an 
account causes all objects with a matching accountURI to have their accountURI changed 
to the value specified in the DELETE.

Support for the ability to delete an existing data object is indicated by the presence of the 
"cdmi_account_delete " capability in the specified object.
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7.5.2.1 Account Metadata

The following storage system metadata shall be defined for each account:

Metadata Name Description Source Permissions

cdmi_account_enabled Indicates if the account is enabled and specified at the 
time of creation. Values can be {true, false}.

If an account is disabled, the cloud storage system shall 
not permit any operations to be performed against any 
URI managed by that account.

Client Read/Write
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7.5.2.2 Account Summaries

Account summaries provide summary measurement information about account usage and billing. They are 
not intended to provide reporting functionality, but just to provide a mechanism by which to gather information 
about storage operations associated with an account. If supported, an account summary sub-container 
named "cdmi_account_summary" will be present under each account container. Like any container, the 
account summary sub-container can have standard storage system metadata, such as ACLs that permit 
access to this information to be restricted.

Within each account summary container are a series of account summary data objects that are generated by 
the cloud storage system. There are "yearly", "monthly", and "daily" containers of these data objects, which 
contain account summary data objects corresponding to each year, month, and day, respectively. These 
containers are organized into the following structures:

• http://example.com/cdmi_accounts/account/

• http://example.com/cdmi_accounts/account/cdmi_account_summary/

• http://example.com/cdmi_accounts/account/cdmi_account_summary/cumulative

• http://example.com/cdmi_accounts/account/cdmi_account_summary/daily/

• http://example.com/cdmi_accounts/account/cdmi_account_summary/daily/2009-07-01

• http://example.com/cdmi_accounts/account/cdmi_account_summary/daily/2009-07-02

• http://example.com/cdmi_accounts/account/cdmi_account_summary/daily/2009-07-03

• …

• http://example.com/cdmi_accounts/account/cdmi_account_summary/monthly/

• http://example.com/cdmi_accounts/account/cdmi_account_summary/monthly/2009-07

• http://example.com/cdmi_accounts/account/cdmi_account_summary/monthly/2009-08

• http://example.com/cdmi_accounts/account/cdmi_account_summary/monthly/2009-10

• …

• http://example.com/cdmi_accounts/account/cdmi_account_summary/yearly/

• http://example.com/cdmi_accounts/account/cdmi_account_summary/yearly/2009

• http://example.com/cdmi_accounts/account/cdmi_account_summary/yearly/2010

• …

All dates are in the ISO-8601 representation YYYY-MM-DD.

The "cumulative" summary data object covers the entire time period from the time the account is created to 
the time it is accessed. Each data object at the daily, monthly, and yearly level contains account summary 
information for the time period specified, bounded by account creation time and access time.

If a time period extends earlier than the account creation time, the summary information includes the time 
from when the account was created until the end of the time period. For example, if an account was created 
on July 4, 2009, at noon, the daily summary "2009-07-04" would contain information from noon until midnight, 
the monthly summary "2009-07" would contain information from noon on July 4 until midnight on July 31, and 
the yearly summary "2009" would contain information from noon on July 4 until midnight on December 31.

If a time period starts after the time when the account was created and ends earlier than the time of access, 
the summary data object contains complete information for that time period. For example, if an account was 
created on July 4, 2009, and on July 10, the "2009-07-06" daily summary data object was accessed, it would 
contain information for the complete day.
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If a time period ends after the current access time, the account summary data object contains partial 
information from the start of the time period (or the time the account was created) until the time of access. For 
example, if an account was created on July 4, 2009, and at noon on July 10, the "2009-07-10" daily summary 
data object was accessed, it would contain information from the beginning of the day until noon.

The information in Table 6 shall be present within the contents of each account summary object, which is in 
JSON representation:.

Table 6. Required Contents of Account Summary Objects

Metadata Name Description Source Permissions

cdmi_accountURI Account name corresponding to the account that is 
summarized

Server Read-Only

cdmi_summary_start An ISO date/time value in the form of YYYY-MM-DDTHH-
MM-SS indicating the start of the time range that the 
summary information is presenting

Server Read-Only

cdmi_summary_end An ISO date/time value in the form of YYYY-MM-DDTHH-
MM-SS indicating the end of the time range that the 
summary information is presenting

Server Read-Only

cdmi_summary_objects The number of objects under management by the 
account

Server Read-Only

cdmi_summary_puts The number of objects written to the account Server Read-Only

cdmi_summary_gets The number of objects read from the account Server Read-Only

cdmi_summary_bytes The number of user-provided bytes of data under 
management by the account

Server Read-Only

cdmi_summary_writes The number of bytes written to the account Server Read-Only

cdmi_summary_reads The number of bytes read from the account Server Read-Only

Any of the metadata listed in Table 7 may be present within each account summary object:

Table 7. Optional Metadata in Account Summary Objects

Metadata Name Description Source Permissions

cdmi_summary_rawbytes The number of bytes of data under management by the 
account.

This may differ from the user-provided bytes due to 
system compression, deduplication, etc.

Server Read-Only

cdmi_summary_power The number of watts of power consumed to manage 
the data stored in the account.

Server Read-Only

cdmi_summary_cost A monetary measurement of the cost of the service to 
the user of the account.

Server Read-Only

If the cost value is provided, the value is for the operational cost (excluding fixed fees) of service already 
performed and storage and bandwidth already consumed. Pricing of services is handled separately. Account 
summary information can be extended by offerings to include additional metadata or account reports beyond 
the metadata items standardized here.
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7.5.2.3 Account Membership

In cloud storage environments, just as accounts are often created programmatically, account user 
membership and credentials are often populated using similar interfaces. By providing access to user 
membership, this capability enables self-enrollment, automatic provisioning, and other advanced self-service 
capabilities, either directly through the CDMI standard or through software systems that interface using CDMI.

The account membership capability provides information about and allows the specification of end users and 
groups of users that are allowed to access the account via CDMI and other access protocols. The concept of 
account membership is not intended to replace or supplant ACLs, which form the fundamental basis for 
access control and object/container ownership, but rather to provide a single, unified place to map identities to 
credentials to ACLs within the context of an account. It also provides a place for authentication mappings to 
external authentication providers, such as LDAP and AD, to be specified.

If supported, an account membership container named "cdmi_account_members" will be present under each 
account. Like any container, the account summary container can have standard metadata, such as ACLs that 
permit access to this information to be restricted.

Within each account membership container are a series of user objects that are specified through CDMI to 
define each user known to the account. These objects are formatted into the following structure:

• http://example.com/cdmi_accounts/account/

• http://example.com/cdmi_accounts/account/cdmi_account_members/

• http://example.com/cdmi_accounts/account/cdmi_account_members/john_doe

• http://example.com/cdmi_accounts/account/cdmi_account_members/john_smith

• …

• http://example.com/cdmi_accounts/account/child_account/

• http://example.com/cdmi_accounts/account/child_account/cdmi_account_members/

• http://example.com/cdmi_accounts/account/child_account/cdmi_account_members/john_do

e

• http://example.com/cdmi_accounts/account/child_account/cdmi_account_members/joe_smi

th

• …

The account membership container can also contain sub-containers with user data objects. User data objects 
in these sub-containers are treated the same as user data objects in the account membership container, and 
no meaning is inferred from the sub-container name. This is allowed to create different access security 
relationships for groups of user objects (via container ACLs) and to allow references to common user lists.

Table 8 lists the account settings that shall be present within each account membership object:

Table 8. Required Settings for Account Membership Objects

Metadata Name Description Source Permissions

cdmi_member_name User name or wildcard Client Create-Only

cdmi_credentials_type The type of credentials specified for the user. Examples 
include x.509 certificate/private key, AD delegation, etc. 
The value present here determines which values would 
be expected in the cdmi_credentials metadata field.

Client Read/Write

cdmi_credentials A certificate, hashed password, or other authentication Client Read/Write
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Metadata Name Description Source Permissions

token used to match an authentication request with a 
given membership record

cdmi_member_enabled Indicates if the user is enabled or not Client Read/Write

cdmi_acl_name Indicates which user name in ACLs maps to that user Client Read/Write

cdmi_groups A list of groups to which the user belongs Client Read/Write

cdmi_privileges A list of special privileges associated with the user. The 
following privileges are defined:

 Administrator – Allows ACL access controls to be 
bypassed

 Backup – Allows all files to be read, regardless of 
the container and data object ACLs

 Scan – Allows the user to perform vulnerability 
scans against the cloud 

Client Read/Write

Multiple parameters are involved in the above operations, some of which are mandatory and some of 
which are optional. A conforming implementation shall support the mandatory parameters and may 
support the optional parameters.

7.5.3 Account Object Representations

The representations in this section are shown using JSON notation. Both clients and servers shall support 
JSON representation.
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7.5.3.1 Create an Account Object

Synopsis: 

PUT: <root URI>/cdmi_accounts/{name}

The name part of the URI above determines the name of the account. After creation, the same account can 
also be accessed via <root URI>/objectID. Throughout this document, we will use the full path in the 
synopsis, although the other form is legal also.

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.account+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String 
array

Metadata for the account Optional
(see Chapter 8)

enabled String The enable state of the account. If "true", the account is 
enabled, and if "false", the account is disabled. If this field is 
omitted, the account is created enabled.

Optional

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the account object resource Mandatory

objectID String Object ID of the account Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning object Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for this 
offering

Mandatory

metadata String 
array

Metadata for the account Mandatory

enabled String The enable state of the account Mandatory

children String The children of the account Mandatory
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Name Type Description Mandatory/Optional

array

Response Status: 

HTTP Status Description

201 Created New account object was created

400 Bad Request Invalid parameter or field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the root or parent account URI the account name and contents

>> PUT /cdmi_accounts/MyAccount HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.account+json

>> Content-Type: application/vnd.org.snia.cdmi.account+json

>> X-CDMI-Specification-Version: 1.0

>> {

>>   “metadata” : [ ],

>> }

The response looks like:

<< HTTP/1.1 201 Created

<< Content-Type: application/vnd.org.snia.cdmi.account+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/cdmi_accounts/MyAccount”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/cdmi_accounts”,

<<   “accountURI” : “/cdmi_accounts/MyAccount”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Account”,

<<   “metadata” : [ ],

<<   “enabled” : “true”

<<   “children” : [“cdmi_account_summary”, “cdmi_account_membership”, ],

<< }
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7.5.3.2 Read an Account Object

Synopsis: 

GET: <root URI>/cdmi_account/{name}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.account+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the account object resource Mandatory

objectID String Object ID of the account Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning object Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for this 
offering

Mandatory

metadata String 
array

Metadata for the account Mandatory

enabled String The enable state of the account. Mandatory

children String 
array

The children of the account Mandatory

Response Status: 

HTTP Status Description

200 OK Account contents in response

400 Bad Request Invalid Parameter or Field Names in the request

401 Unauthenticated Incorrect or missing authentication credentials
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HTTP Status Description

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

GET from the account URI

>> GET /MyAccount HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.account+json

>> Content-Type: application/vnd.org.snia.cdmi.account+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.account+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/cdmi_accounts/MyAccount”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/cdmi_accounts”,

<<   “accountURI” : “/cdmi_accounts/MyAccount”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Account”,

<<   “metadata” : [ ],

<<   “enabled” : “true”,

<<   “children” : [“cdmi_account_summary”, “cdmi_account_membership”, ],

<< }
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7.5.3.3 Update an Account

Synopsis: 

PUT: <root URI>/cmdi_accounts/{name}

Request Headers:

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.account+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String array Metadata for the container (If not provided, this is inherited 
from the parent account's metadata.)

Optional (see 
Chapter 8)

enabled String The enable state of the account. If "true", the account is 
enabled, and if "false", the account is disabled.

Optional

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK New metadata and/or content accepted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the account URI its new metadata

>> PUT /cdmi_accounts/myAccount HTTP/1.1
>> Host: cloud.example.com
>> Accept: application/vnd.org.snia.cdmi.account+json
>> Content-Type: application/vnd.org.snia.cdmi.account+json
>> X-CDMI-Specification-Version: 1.0
>> {
>>   “metadata” : [ “test” : “value” ],
>> }

The response looks like:

<< HTTP/1.1 200 OK
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7.5.3.4 Delete an Account

Synopsis: 

DELETE: <root URI>/cdmi_accounts/{name}

Request Headers:

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.account+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

Name Type Description Mandatory/Optional

newAccount String The new accountURI that all objects owned by the account 
being deleted should be updated to be owned by.

This shall be a valid account URI.

Mandatory

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK Account was successfully deleted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The account cannot be deleted (may be immutable), or the specified newAccount 
URI is invalid or unusable.

Example Request: 

DELETE to the container URI

>> DELETE /cdmi_accounts/MyAccount HTTP/1.1
>> Host: cloud.example.com
>> Accept: application/vnd.org.snia.cdmi.account+json
>> Content-Type: application/vnd.org.snia.cdmi.account+json
>> X-CDMI-Specification-Version: 1.0
>> {
>>   “newAccount” : “/cdmi_accounts/newAccount”,
>> }

The response looks like:

<< HTTP/1.1 200 OK
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7.5.3.5 Get the Account Metadata

Synopsis: 

HEAD: <root URI>/cdmi_accounts/{name}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.account+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.account+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

enabled String The enable state of the account Mandatory

objectURI String URI of the account object resource Mandatory

metadata String 
array

Metadata for the account Mandatory

objectID String Object ID of the account Mandatory

parentURI String URI for the parent object Mandatory

children String 
array

The children of the account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for this 
offering

Mandatory

Response Status: 

HTTP Status Description

200 OK Metadata for the account provided in the Message Body

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request
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HTTP Status Description

409 Conflict The container name already exists

Example Request: 

HEAD from the account URI

>> HEAD /cdmi_accounts/myAccount HTTP:/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.account+json

>> Content-Type: application/vnd.org.snia.cdmi.account+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

>> HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.account+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “enabled” : “true”,

<<   “objectURI” : “/cdmi_accounts/MyAccount”,

<<   “metadata” : [ ],

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/cdmi_accounts”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Account”,

<<   “children” : [“cdmi_account_summary”, “cdmi_account_membership”, ],

<< }
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7.6 Manipulating Queue Objects 

7.6.1 The Queue Object Model

Queues are a special class of data object that have first-in-first-out style access when storing and retrieving 
data. If supported by the cloud storage system, cloud clients create the queue objects by using the same 
mechanism used to create data objects.

Every queue object has a parent object, from which the queue object inherits data system metadata. For 
example, the "recipts.queue" queue object stored at "http://cloud.example.com/finance/recipts.queue" would 
inherit data system metadata from its parent container, "finance".

7.6.2 Operations on Queue Objects 

Table 9 defines the operations for queue objects:

Table 9. Operations on Queue Objects

Operation Definition

Create queue A PUT transaction to a non-existing URI specifying the queue content type creates a new 
queue at that URI.

 Support for the ability to create a new queue object is indicated by the presence of the 
"cdmi_create_queue" capability in the parent object.

 If the new queue object is a reference of an existing queue object, support for the 
ability to create the reference is indicated by the presence of the "cdmi_create_reference" 
capability in the parent object, and the presence of the "cdmi_reference_queue" capability 
in the source object.

 If the new queue object is a copy of an existing queue object, support for the ability to 
copy is indicated by the presence of the "cdmi_copy_queue" capability in the source 
object.

 If the new queue object is the destination of a move, support for the ability to move 
the queue object is indicated by the presence of the "cdmi_move_queue" capability in the 
source object.

 If the new queue object is the destination of a deserialize operation, support for the 
ability to deserialize the source data object is indicated by the presence of the 
"cdmi_deserialize_queue" capability in the parent of the new queue object.

Read queue 
value

A GET transaction for a queue returns a value corresponding to the earliest 
unacknowledged value, if present, along with the queue object metadata.

 Support for the ability to read the metadata of an existing queue object is indicated by 
the presence of the "cdmi_read_metadata" capability in the specified object.

 Support for the ability to read the value of an existing queue object is indicated by the 
presence of the "cdmi_read_value" capability in the specified object.

Read queue 
metadata

A HEAD transaction for a queue object URI returns the queue metadata. Support for the 
ability to read the metadata of an existing queue object is indicated by the presence of the 
"cdmi_read_metadata" capability in the specified object.

Update queue 
value

A PUT transaction for a queue object URI adds a new value to an existing queue object, 
and may modify the metadata. 

 Support for the ability to modify the metadata of an existing queue object is indicated 
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Operation Definition

by the presence of the "cdmi_modify_metadata" capability in the specified object.

 Support for the ability to modify the value of an existing queue object is indicated by 
the presence of the "cdmi_modify_value" capability in the specified object.

Delete queue A DELETE transaction for a queue object URI deletes the queue object and all contained 
values.  Support for the ability to delete an existing queue object is indicated by the 
presence of the "cdmi_delete_queue" capability in the specified object.

7.6.2.1  Notification Queues

Notification queues are special objects that provide first-in-first-out storage of data. A queue writer PUTs 
objects to the queue, and a queue reader GETs objects from the queue, acknowledging the receipt of the last 
object that it received. Queuing provides a simple mechanism for one or more writers to send data to a single 
reader in a reliable fashion.

Notification queues allow CDMI clients to efficiently discover what changes have occurred to the system. As 
acknowledged queue data is persistent, no session state needs to be retained by the client, and clients can 
operate in a disconnected and casual manner.

Virus scanning is a good example of how two systems can integrate using notification queues. The cloud 
virus scanner creates a notification queue in an account, and each time a new object is created, it can read 
the details about the event from the queue. It can then initiate a scan, and if it finds a virus, it can change the 
ACLs to quarantine the object or move the object to another location.

Cloud Storage
 Client

(2) Client creates 
or modifies an 
object

(1) Virus Scanner creates 
Notification Queue

(3) Virus Scanner 
reads Notifications

(4) Virus Scanner 
retrieves Object

Cloud
Storage
System

Cloud Storage
Virus Scanner

Figure 9. Multisystem Interactions via Notification Queues

This pattern for inter-system communication applies to a wide range of workflow and system integration 
problems. Other examples include search indexing, where each time a new object is created, an object is 
modified or deleted, and it can find out what changes have occurred and update the search index.

When creating a notification queue, the metadata described in Table 10 shall be provided:

Table 10. Required Metadata for a Notification Queue

Metadata Name Description Source Permissions

cdmi_queue_type The queue type indicates how the cloud storage 
system should manage the queue object. The type of 
"cdmi_notification_queue" is defined for notification 
queues.

Client Read/Write

cdmi_notification_events Contains a tag list that indicates which events Client Read/Write
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Metadata Name Description Source Permissions

generate notifications. 

 Values can be cdmi_create, cdmi_read, 
cdmi_write, cdmi_rename, cdmi_clone, and 
cdmi_reference, cdmi_delete, <zero or more vendor 
events>

 If cdmi_clone is not included but cdmi_read is, a 
read notification will be generated for each clone 
operation.

cdmi_scope_specification Metadata query items, where the metadata name is 
the metadata item to be queried, and the value is a 
query string

 An example is:

“cdmi_size > 1000000"

Which only matches on objects that are larger 
than 1 MB.

 The following operators are defined:
=, != >, <, >=, <=, like, starts, ends, contains

Client Read/Write

cdmi_returned_results Contains a tag list that indicates which metadata and 
other parameters associated with the objects are 
returned for each object or container that matches the 
query

 Values can be all, COID, <zero or more additional 
CDMI, user and vendor metadata names>

 If all is specified, then all metadata items will be 
returned in each result.

 cdmi_event indicates which event triggered the 
notification.

 cdmi_success indicates the result of the event.

Client Read/Write

When performing a GET from a notification queue, the following JSON-encoded data will be returned for each 
notification entry: 

Field Name Data Type Description Source

cdmi_results_metadata String array The asked-for selected return items, as specified in 
the query.

Client

cdmi_notification_results String array A string array of returned information for the event 
that triggered the notification.

Client
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7.6.2.2 Metadata Query

If supported, offerings permit the creation of query queues that allow queries to be performed on the content 
stored.

Query queues allow CDMI clients to efficiently discover what content matches a given set of metadata query 
criteria or full-content search criteria. Clients PUT a query specification into the queue, including a URI to a 
query results data object to be created. The cloud storage query engine will then initiate a query, creating a 
new query results object in the designated location. As query results are found, they are added to the query 
results data object, and when the query is complete, the state of the query results data object is changed to 
indicate that the query has completed.

External query engines can be easily integrated into a cloud system by using CDMI to read the contents of 
the query queue, then performing the queries on behalf of the user who posted the query.

When creating a query queue, the metadata described in Table 11 shall be provided: 

Table 11. Required Metadata for a Query Queue

Metadata Name Description Source Permissions

cdmi_queue_name Queue name specified at the time of creation. Must be 
unique within the account. This name is appended to the 
account URI to form the queue URI used to access the 
queue.

Client Read/Write

cdmi_queue_type The queue type indicates how the cloud storage system 
should manage the queue object. The type of 
"cdmi_query_queue" is defined for query queues.

Client Read/Write

When performing a query, the metadata described in Table 12 shall be PUT to a queue:

Table 12. Required Query Metadata PUTs to a Queue

Metadata Name
Data 
Type Description Source

cdmi_query_name String The name of the query, as specified by the client. Client

cdmi_query_uri String The URI where the query result object will be created. Client

cdmi_query_scope String Contains a tag list of URIs under the account that indicate the 
scope of the query. Only objects and containers that occur at 
or below one of the listed URIs will generate query results.

Client

cdmi_query_specification String 
array

Metadata query items, where the metadata name is the 
metadata item to be queried, and the value is a query string.

 An example is:
“cdmi_size > 1000000"

Which only matches on objects that are larger than 1 MB.
 The following operators are defined:

=, != >, <, >=, <=, like, starts, ends, contains.

Client

cdmi_returned_results String 
array

Contains a tag list that indicates which metadata and other 
parameters associated with the objects are returned for each 
object or container that matches the query. 

 Values can be all, COID, <zero or more additional CDMI, 
user and vendor metadata names>.

 If all is specified, then all metadata items will be returned 

Client
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Metadata Name
Data 
Type Description Source

in each result.

A query result data object will be created in the specified URI location with an ACL that permits the user that 
posted the query to be able to read and delete the query result data object.

Table 13 describes the JSON-encoded data that will be present in the value of a query result data object:

Table 13. Required Value of a Query Result Data Object

Field Name Data Type Description Source

cdmi_query_name String The name of the query, as specified by the client in 
the request.

Client

cdmi_query_count String The number of objects or containers that match the 
query specification.

Client

cdmi_results_metadata String array The asked for selected return items, as specified in 
the query.

Client

cdmi_query_results Array of 
string arrays

A string array of each object’s selected return items, 
as specified in the query.

Client

7.6.3 Metadata on Queue Objects

Queue object metadata can also include arbitrary user-supplied metadata and data system metadata, as 
specified in Chapter 8.

7.6.4 Addressing Queue Objects

Each queue object is addressed via one or more unique URIs, and all operations may be performed through 
any of these URIs. 

7.6.5 Queue Object Representations

The representations in this section are shown using JSON notation. A conforming implementation shall 
support the mandatory parameters and may support the optional parameters. The parameter fields may be 
specified or returned in any order. Both clients and servers shall support JSON representation. A future 
version of the specification may support XML representations.
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7.6.5.1 Create a Queue Object

Synopsis: 

PUT: <root URI>/{ContainerName}/{queuename}

The name part of the URI determines the name of the queue object. After creation, the same queue object 
can also be accessed via <root URI>/objectID. Throughout this document, we will use the full path in the 
synopsis, although the other form is legal also.

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.queue+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String 
array

Metadata for the queue object. See Chapter 8 for a further 
description of metadata

Optional

deserialize String sourceURI. The queue object will be created using the data 
deserialized from the source URI.

Optional*

copy String sourceURI. The queue object will be created as a copy of 
the queue object at the source URI.

Optional*

move String sourceURI. The queue object will be created by copying the 
queue object at the source URI data, then removing the 
queue object at the source URI upon the successful 
completion of the copy.

Optional*

reference String sourceURI. The queue object will be created as a reference 
to the queue object at the source URI.

Optional*

value {Opaque} A value to be enqueued into the queue in JSON-encoded 
format.

Optional*

*Only one of these parameters shall be specified in any given operation.

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-
Specification-
Version

String 1.0 - The server responds with the highest version 
supported by both the client and the server.

Mandatory
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Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the queue object resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for this 
offering

Mandatory

metadata String 
array

Metadata for the queue object. See Chapter 8 for a 
further description of metadata

Mandatory

The objectURI returned in the response shall be the same as the URI of the PUT request.

Response Status: 

HTTP Status Description

201 Created New queue object was created

202 Accepted Queue object is in the process of being created. Investigate percentCompleted 
parameter to determine the current status of the operation

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the container URI the queue object name and contents

>> PUT /MyContainer/MyQueue HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.queue+json

>> Content-Type: application/vnd.org.snia.cdmi.queue+json

>> X-CDMI-Specification-Version: 1.0

>> {

>>   “metadata” : [ ],

>>   “value” : “First Enquened Item”,

>>  }

The response looks like:

<< HTTP/1.1 201 Created

<< Content-Type: application/vnd.org.snia.cdmi.queue+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer/MyQueue”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/MyContainer/”,

<<   “accountURI” : “/MyAccount/”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Queue",

<<   “metadata” : [ ],

<< }
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7.6.5.2 Read a Queue Object

Synopsis: 

GET <root URI>/{ContainerName}/{queuename}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.queue+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters: 

Name Type Description Mandatory/Optional

lastValueID String Identifier for the last item dequeued to acknowledge the receipt 
of such.

If omitted, the earliest unacknowledged enqueued item will be 
returned.

Optional

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-Version String 1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the queue object resource Mandatory

objectID String Object ID for created object Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

percentComplete String 0..99, Processing, Complete, Failure* Mandatory

metadata String array Metadata for the queue object. See Chapter 8 for a 
further description of metadata

Mandatory

queueItems String The number of items currently enqueued into the 
queue

Mandatory
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Name Type Description Mandatory/Optional

valueID String The identifier of the value below. This identifier is 
saved by the client to acknowledge receipt on the 
subsequent GET.

Mandatory

value {Opaque} The enqueued value encoded in JSON. Value is 
only provided when percentComplete is 
“Complete”.

Mandatory

*The percentComplete value is a string containing the integer numeric value from 0 through 99 inclusive, the 
string “Processing”, the string “Complete”, or the string “Failure”. An implementation may supply the numeric 
values if it is capable of doing so. Otherwise, the string “Processing” shall be supplied until “Complete” or 
Failure” occurs. 

Note that multiple acknowledgements of the same valueID are allowed to ensure idempotency. RESTful 
violation; allowing the GET to modify the state of the server side is a violation of RESTful principles.

Response Status: 

HTTP Status Description

200 OK Valid response is enclosed

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

GET from the queue object the metadata and value

>> GET /MyContainer/MyQueue HTTP/1.1
>> Host: cloud.example.com
>> Accept: application/vnd.org.snia.cdmi.queue+json
>> Content-Type: application/vnd.org.snia.cdmi.queue+json
>> X-CDMI-Specification-Version: 1.0
>> {
>>   “lastValueID” : “1289743”,
>> }

The response looks like:

<< HTTP/1.1 200 OK
<< Content-Type: application/vnd.org.snia.cdmi.queue+json
<< X-CDMI-Specification-Version: 1.0
<< {
<<   “objectURI” : “/MyContainer/MyQueue”,
<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,
<<   “parentURI” : “/MyContainer/”,
<<   “accountURI” : “/MyAccount/”,
<<   “capabilitiesURI” : “/cdmi_capabilities/Queue”,
<<   “percentComplete” : “Complete”,
<<   “metadata” : [ ],
<<   “queueItems” : “1”,
<<   “valueID” : “1289744”,
<<   “value” : “First Enqueued Item”,
<< }
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7.6.5.3 Update a Queue Object (Enqueue)

Synopsis: 

PUT: <root URI>/{ContainerName}/{queuename}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.queue+json Mandatory

Content-Type application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

Name Type Description Mandatory/Optional

metadata String array Metadata for the queue object. See Chapter 8 for a 
further description of metadata. If present, this 
metadata replaces the existing metadata.

Optional (may be 
omitted if just updating 
the value)

value {Opaque} This is the new value to enqueue into the queue. Optional (may be 
omitted if just updating 
the metadata)

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK New metadata and/or content accepted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

PUT to the queue object URI to enqueue a new value

>> PUT /MyContainer/MyDataObject.txt HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.queue+json
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>> Content-Type: application/vnd.org.snia.cdmi.queue+json

>> X-CDMI-Specification-Version: 1.0

>> {

>>   “value” : “Third Enqeueued Item”,

>> }

The response looks like:

<< HTTP/1.1 200 OK
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7.6.5.4 Delete a Queue Object

Synopsis: 

DELETE: <root URI>/{ContainerName}/{queuename}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.queue+json Mandatory

Content-Type application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

N/A

Response Message Body: 

N/A

Response Status: 

HTTP Status Description

200 OK Queue object was successfully deleted

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The queue object cannot be deleted (may be immutable)

Example Request: 

DELETE to the queue URI

>> DELETE /MyContainer/MyQueue HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.queue+json

>> Content-Type: application/vnd.org.snia.cdmi.queue+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK
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7.6.5.5 Get the Queue Object Metadata

Synopsis: 

HEAD: <root URI>/{ContainerName}/{queuename}

Request Headers: 

Header Value Mandatory/Optional

Accept application/vnd.org.snia.cdmi.queue+json Mandatory

Content-Type application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-Version 1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.queue+json Mandatory

X-CDMI-Specification-Version String 1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the Queue object Resource Mandatory

metadata String 
array

See Chapter 8 for a further description of metadata Mandatory

objectID String Object ID for created object Mandatory

queueItems String The number of items currently enqueued into the 
queue

Mandatory

percentComplete String 0..99, Complete, Processing, Failure Mandatory

parentURI String URI for the parent object Mandatory

accountURI String URI for the owning account Mandatory

capabilitiesURI String URI to the capabilities for this type of resource for 
this offering

Mandatory

lastValueID String Identifier for the last item dequeued. If not present, 
no enqueued items have been retrieved.

Optional
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Response Status: 

HTTP Status Description

200 OK Metadata for the queue object provided in the message body

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

409 Conflict The container name already exists

Example Request: 

HEAD from the Queue object URI

>> HEAD /MyContainer/MyQueue HTTP:/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.queue+json

>> Content-Type: application/vnd.org.snia.cdmi.queue+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP:/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.queue+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyContainer/MyQueue”,

<<   “metadata” : [ ],

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/MyContainer/”,

<<   “accountURI” : “/MyAccount/”,

<<   “capabilitiesURI” : “/cdmi_capabilities/Queue”,

<<   “percentComplete” : “Complete”,

<<   “queueItems” : “1”,

<<   “lastValueID” : “1289743”,

<< }
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7.7 Capability Operations

7.7.1 The CDMI Capabilities Model

For each URI in a CDMI system, the set of interactions that the system is capable of performing against that 
URI are described by the presence of named "capabilities". Each capability present for a given URI indicates 
what functionality the cloud storage system will allow against that URI. Capabilities are always static.

It is important to note that capabilities may differ from the operations permitted by an Access Control List 
(ACL) associated with a given URI – for example, a read-only cloud may not permit write access to a 
container or object, despite the presence of an ACL allowing write access.

Cloud clients can use capabilities to discover what operations are supported. If an operation is attempted to 
be performed against a CDMI object that does not have a corresponding capability, an HTTP 405 status code 
shall be returned to the client. All CDMI complaint cloud storage systems shall implement the ability to list 
capabilities, but support for all other capabilities is optional.

Every CDMI data object, container account and queue must have a capabilitiesURI field that contains a valid 
URI that points to a capabilities object. Within the capabilities object, the name of each capability confers a 
specific meaning agreed between the cloud storage provider and the cloud storage consumer, and 
capabilities defined as part of the CDMI standard are described later in this section. Capabilities not listed in 
this standard must not begin with the prefix "cdmi_", but are otherwise permitted to allow cloud storage 
system vendors to add additional capabilities.

The base set of CDMI capabilities are based on the operations defined in the previous sections, with 
additional cloud-specific capabilities added based on standard cloud storage use cases.

Figure 10 shows the hierarchy of capabilities in an offering and shows how the capabilitiesURI links data 
objects and containers into the capabilities tree.
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account/myaccount/

capabilitiesURI

gold_container

container/

immutable

dataobject/

mycontainer/ capabilitiesURI

mygoldcontainer/

capabilitiesURI

capabilitiesURI

mydataobject/ capabilitiesURI

myimmutabledataobject/ capabilitiesURI

queue/

myqueue/
capabilitiesURI

“/” Root URI cdmi_capabilities /

Figure 10. Hierarchy of Capabilities

Capabilities do not have CDMI metadata.
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7.7.1.1 Cloud Storage System-Wide Capabilities

The following capabilities are defined for the cloud storage system and are found in the capabilities object 
referred to by the root URI (root capabilities):

• cdmi_accounts - The cloud storage system supports accounts.

• cdmi_export_nfs - The cloud storage system supports NFS exports.

• cdmi_export_webdav - The cloud storage system supports WebDAV exports.

• cdmi_export_iscsi - The cloud storage system supports iSCSI exports.

• cdmi_export_occi_iscsi - The cloud storage system supports OCCI/iSCSI exports.

• cdmi_queues - The cloud storage system supports queue objects.

• cdmi_notification - The cloud storage system supports notification.

• cdmi_query - The cloud storage system supports query.

• cdmi_xmlrepresentation - The cloud storage system supports XML representations.

• cdmi_metadata_maxitems The maximum number of user-defined metadata items supported by 
the cloud storage system.

• cdmi_metadata_maxsize The  maximum  size  in  bytes  of  each  user-defined  metadata  item 
supported by the cloud storage system.

7.7.1.2 Storage System Metadata Capabilities

The following capabilities are defined for the cloud storage system and are found in the capabilities objects for 
accounts, data objects, containers, and queues. See Chapter 8 for a description of these storage system 
metadata elements:

• cdmi_size

• cdmi_actualsize

• cdmi_ctime

• cdmi_atime

• cdmi_mtime

• cdmi_acount

• cdmi_mcount

• ACL metadata

See Chapter 8 for a description of these storage system metadata elements:
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7.7.1.3 Data System Metadata Capabilities

The following capabilities are defined for the cloud storage system and are found in the capabilities objects for 
accounts, data objects, containers, and queues. 

• cdmi_data_redundancy

• cdmi_infrastructure_redundacy

• cdmi_data_dispersion

• cdmi_encrypton

• cdmi_max_latency

• cdmi_max_throughput

• cdmi_delete_method

• cdmi_RPO

• cdmi_RTO 

See Chapter 8 for a description of these data system metadata elements.

7.7.1.4 Data Object Capabilities

The following capabilities are defined for data objects:

• cdmi_read_value - The object's value can be read.

• cdmi_read_metadata - The object's metadata can be read.

• cdmi_modify_value - The object's value can be modified.

• cdmi_modify_metadata - The object's metadata can be modified.

• cdmi_serialize_dataobject - The object can be serialized.

• cdmi_deserialize_dataobject - The object can be deserialized.

• cdmi_delete_dataobject - The object can be deleted.

• cdmi_move_dataobject - The object can be moved to another URI.

• cdmi_copy_dataobject - The object can be copied to another URI.

• cdmi_reference_dataobject - The object can be referenced from another container.

7.7.1.5 Container Capabilities

The following capabilities are defined for containers:

• cdmi_list_children - The container's children can be listed.

• cdmi_read_metadata - The container's metadata can be read.

• cdmi_modify_metadata - The container's metadata can be modified.

• cdmi_snapshot - The container allows a new snapshot to be created.

• cdmi_serialize_container - The container and all children's contents can be serialized.

• cdmi_create_dataobject - The container allows a new object to be added.

• cdmi_create_container - The container allows a new container can be added.
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• cdmi_create_queue - The container allows queues to be created.

• cdmi_create_reference - The container allows a new child reference can be added.

• cdmi_delete_container - The container can be deleted.

• cdmi_move_container - The container can be moved to another URI.

• cdmi_copy_container - The container can be copied to another URI.

• cdmi_reference_container - The container can be referenced from another container.

7.7.1.6 Account Capabilities

The following capabilities are defined for accounts:

• cdmi_create_account - The account allow a new sub-account to be added.

• cdmi_delete_account - The account can be deleted.

• cdmi_account_summary - The account supports account summaries.

• cdmi_account_membership - The account supports account user management.

• cdmi_list_children - The account's children can be listed.

• cdmi_read_metadata - The account's metadata can be read.

• cdmi_modify_metadata - The account's metadata can be modified.

• cdmi_create_container - The account allows a new container can be added.

• cdmi_create_queue - The account allows queues to be created.

• cdmi_move_account - The account can be moved to another URI.

• cdmi_copy_account - The container can be copied to another URI.

7.7.1.7 Queue Object Capabilities

The following capabilities are defined for queues:

• cdmi_read_value - The queue 's value can be read.

• cdmi_read_metadata - The queue's metadata can be read.

• cdmi_serialize_queue - The queue can be serialized.

• cdmi_deserialize_queue - The queue can be deserialized.

• cdmi_modify_value - The queue 's value and metadata can be modified.

• cdmi_modify_metadata - The queue's metadata can be modified.

• cdmi_delete_queue - The queue can be deleted.

• cdmi_move_queue - The queue can be moved to another URI.

• cdmi_copy_queue - The queue can be copied to another URI.

• cdmi_reference_queue - The queue can be referenced from another queue.

• cdmi_serialize_queue - The object can be serialized.

7.7.2 Operations on Capabilities

Table 14 describes the operations on capabilities objects.
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Table 14. Operations on Capabilities Objects

Operation Description

Read capabilities 
contents

A GET transaction for a capabilities object URI returns the contents (value) of the 
capabilities object. 

All CDMI implementations must permit clients to read the metadata and contents of 
all capabilities objects.

Read capabilities 
metadata

A HEAD transaction for a capabilities object URI returns the capabilities object 
metadata. 

All CDMI implementations must permit clients to read the metadata of all capabilities 
objects.

Capabilities objects are not modifiable through the CDMI interface.

7.7.2.1 Read a Capabilities Object

Synopsis: 

GET: <root URI>/cdmi_capabilities/{name}

Request Headers: 

Header Type Value Mandatory/Optional

Accept String application/vnd.org.snia.cdmi.capabilities+json Mandatory

Content-Type String application/vnd.org.snia.cdmi.capabilities+json Mandatory

X-CDMI-Specification-
Version

String 
array

1.0 Mandatory

Request Parameters: 

N/A

Request Message Body: 

N/A

Response Headers: 

Header Type Value Mandatory/Optional

Content-Type String application/vnd.org.snia.cdmi.capabilities+json Mandatory

X-CDMI-Specification-
Version

String 1.0 Mandatory

Response Message Body: 

Name Type Description Mandatory/Optional

objectURI String URI of the capabilities object Mandatory

objectID String Object ID for capabilities object Mandatory
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Name Type Description Mandatory/Optional

parentURI String URI for the parent object Mandatory

capabilites String 
array

A tag list of capabilities supported by the corresponding object. 
Capabilities in the "cdmi_capabilities" object are system-wide 
capabilities, and capabilities found in children objects 
correspond to the capabilities of a specific subset of objects.

Mandatory

children String 
array

Names of the children capabilities objects. 

For the root capabilities container, this includes "account", 
"container", "dataobject", and "queue". Within each of these 
capabilities objects, further more specialized capabilities profiles 
can be specified by the cloud storage system.

Mandatory

Response Status: 

HTTP Status Description

200 OK Capabilities object list in response

400 Bad Request Invalid parameter of field names in the request

401 Unauthenticated Incorrect or missing authentication credentials

403 Unauthorized Client lacks the proper authorization to perform this request

Example Request: 

GET from the root capabilities container URI

>> GET: /cdmi_capabilities HTTP/1.1

>> Host: cloud.example.com

>> Accept: application/vnd.org.snia.cdmi.capabilities+json

>> Content-Type: application/vnd.org.snia.cdmi.capabilities+json

>> X-CDMI-Specification-Version: 1.0

The response looks like:

<< HTTP/1.1 200 OK

<< Content-Type: application/vnd.org.snia.cdmi.capabilities+json

<< X-CDMI-Specification-Version: 1.0

<< {

<<   “objectURI” : “/MyAccount/cdmi_capabilities”,

<<   “objectID” : “AAAAFAAo7EFMb3JlbSBpcHN1bSBkb2xvciBzaXQgYW1ldCBhbWV0Lg==”,

<<   “parentURI” : “/”,

<<   “capabilities” : [“cdmi_accounts”, “cdmi_export_nfs”, “cdmi_export_webdav”, 
“cdmi_export_iscsi”, “cdmi_queues”, “cdmi_notification”, “cdmi_query”, 
“cdmi_xmlrepresentation”, "cdmi_metadata_maxsize" : "4096", "cdmi_metadata_maxitems" : 
"1024", ],

<<   “children” : [ “account”, “container”, “dataobject”, “queue” ]

<< }
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7.8 Export/Import Format and Operations

Cloud storage provides benefits to users and applications due to the pervasive presence and “always on” 
availability. Occasionally, data must be moved between, into, or out of clouds in bulk operations. Cloud 
serialization operations are enabled by normalizing data to a canonical, self-describing format. Examples of 
cloud serialization use cases include, but are not limited to:

• Data migration between clouds

• Data migration during upgrades (or replacements) of cloud implementations

• Robust backup

The canonical format of serialized data describes how the data is to be represented in a byte stream. This 
stream may be transported in any desirable conveyance, and as long as no alteration occurs, the data may 
be reconstituted on the destination system.

7.8.1 Exporting Data

A canonical encoding of the data is obtained by creating a new data object and specifying that the source for 
the creation is to serialize a given CDMI data object, container, or queue. On a successful serialization, the 
result will be a data object that is created with the serialized data as its value.

The resulting data object produced is the canonical representation of the selected data object, container, and 
children or queue. 

• If the source specified is a data object, the canonical format will contain the data object contents and 

its metadata. 

• If the source being specified is a queue, the queue contents and its metadata will be included. 

• If the source being specified is a container, all children containers, data objects and queues of the 

specified container will be included.

7.8.2 Importing Data

Canonical data may be de-serialized back into the cloud by creating a new data object, container, or queue 
and by specifying the source for the creation is to deserialize a given CDMI data object.

The destination may or may not exist previously. If not, a “create” operation is performed. If a container 
already exists, an “update” operation with serialized data is not permitted. Data objects are recreated as 
specified in the canonical format, including all metadata and the data object identifier. 

Canonical Format

The canonical format shall represent specified data objects and containers, as they exist within the storage 
system. Each data object or container shall be represented by the metadata for the object, identifiers, and the 
data stream contents of the data object. Because metadata is inherited from enclosing containers, all parent 
metadata shall be represented in the canonical format (essentially flattening the hierarchy). The non-
overridden metadata from the immediate parent container of the specified object is included, and the non-
overridden metadata from the parent of each higher-level container is included to preserve the actual 
metadata values applying to the data object being serialized. 

The canonical format must have the following characteristics:

• YAML schema for the data object, consistent with the rest of CDMI
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• Metadata for each data object/container

• Data stream contents for each data object.

• Binary data is represented using the stream notation in YAML

• Typing of data elements is consistent with YAML

Example Canonical Serialized Format

In this example, a data object has been selected for serialization. All the parent metadata has been captured 
in a parentmetadata object. 

%YAML 1.2

---

rootobject: 1234567890

---

parentmetadata: &id001

   example: “testing”

   test: 42

---

container: &id002 *id001

   id: !!application/vnd.snia.cdmi.id 1234567890

  children: [99999]

---

dataobject: *id002

   id: !!application/vnd.snia.xdmi.id 99999

  abool.prop: !!bool true

  test: 43

  datastream_type: image/jpeg

  datastream: !!binary |

      R0lGODlhDAAMAIQAAP//9/X

      17unp5WZmZgAAAOfn515eXv

       Pz7Y6OjuDg4J+fn5OTk6enp

       56enmleECcgggoBADs=mZmE
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8 Metadata

8.1 Support for User Metadata

All objects supporting metadata must permit the inclusion of arbitrary user-defined metadata items, with the 
restriction that no metadata item can start with the prefix "cdmi_".

• The maximum number of user-defined metadata items is specified by the capability 

"cdmi_metadata_maxitems".

• The maximum size of each user-defined metadata item is specified by the capability 

"cdmi_metadata_maxsize".

8.2 Support for Storage System Metadata

Once a data object or container has been created, the storage system metadata described in Table 15 shall 
be generated by the Cloud Storage System and shall be immediately made available to a CDMI client in the 
metadata returned as a result of the create operation and any subsequent retrievals.

Table 15. Storage System Metadata

Metadata 
Name Description Source Permissions

cdmi_size The number of bytes stored in the data object Server Read-Only

cdmi_actualsize The number of bytes consumed by storing the data item. This 
number may be less or more than the size of the data stored by 
the client due to overhead, compression, de-duplication, etc.

Server Read-Only

cdmi_ctime The time when the data object was created in ISO 8601 format Server Read-Only

cdmi_atime The time when the data object was last accessed in ISO 8601 
format

Server Read-Only

cdmi_mtime The time when the data object was last modified in ISO 8601 
format

Server Read-Only

cdmi_acount The number of times that the object has been accessed since it 
was originally created. Accesses include all reads, writes, and 
lists.

Server Read-Only

cdmi_mcount The number of times that the object has been modified since it 
was originally created. Modifications include all value and 
metadata changes. Modifications to metadata resulting from 
reads (such as updates to atime) do not count as a modification.

Server Read-Only

ACL metadata Standard ACL metadata. (Based on NFSv4?) If not specified 
when the object is created, this metadata will be filled in by the 
system.

Client Read/Write

8.2.1 ACLs

CDMI anticipates that there will be multiple authentications systems supported by clients, and thus there is a 
need to map the authentication credentials into the name used in ACLs. This mapping is provided by the 
account member functionality. 
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Figure 11 shows the mapping between the principal's authentication credentials to an ACL name.

GET /object.txt

Credentials: jdoe

GET /cdmi_accounts/finance/
cdmi_account_membership/jdoe

“cdmi_acl_name” = “john_doe”

Operation
Proceeds
Based on
ACL
Permissions

Data Object
“name” : “object.txt”,
“URI” : “/object.txt”,
“objectID” : “4239A…. ”,
“accountURI” : “/cdmi_accounts/finance”,
“metadata” : [ “acl” = “#NFSv4 ACL
                                   #owner:john_doe” , ],

Account Member Object
“name” : “jdoe”,
“URI” : “/cdmi_accounts/finance/cdmi_account_membership/jdoe”,
“objectID” : “129BF32…. ”,
“accountURI” : “/cdmi_accounts/finance”,
“cdmi_credentials_type” : “certificate”,
“cdmi_credentials” : “-----BEGIN CERTIFICATE-----
MIIC2DCCAkGgAwIBAgIDEL90MA0GCSqGSIb3DQEBBAUAMG
wxCzAJBgNVBAYTAlVT ...
-----END CERTIFICATE-----”,
“cdmi_acl_name” : “john_doe”,
“cdmi_groups” : [ “”, ],
“cdmi_privilages” : [ “administrator”, ],
“cdmi_quota” : “1000000000”,

Cloud Storage
Client

Figure 11. Principal's Authentication Credentials to ACL Mapping

When users perform an operation against a resource, their authentication credentials are looked up in the 
account member objects of the account corresponding to that resource. If found, the account member object 
maps the principal to an ACL name. The name then permits the ACL to be evaluated to determine if the 
operation is permitted. CDMI intends to use the text form of NFSv4.1 ACLs as specified in RFC TBD.

8.3 Support for Data System Metadata

When specified, data system metadata provides guidance to the cloud storage system about how to provide 
storage data services for data managed through the CDMI interface.
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As described in Table 16, data system metadata is inherited from parent containers and data objects to any 
children. If a child explicitly contains data system metadata, the child data system metadata value will override 
the parent data system metadata value. 

Table 16. Data Systems Metadata

Metadata Name Description Source Permissions

cdmi_data_redundancy The desired number of complete copies of the 
data object to be maintained.

Client Read/Write

cdmi_infrastructure_redundacy The desired number of independent storage 
infrastructures supporting the data.

Client Read/Write

cdmi_data_dispersion The desired distance (km) between the 
infrastructures supporting the multiple copies of 
data.

Client Read/Write

cdmi_geograhic_placement A list of geopolitical boundaries in which the 
storage of this data should be restricted. 
Geopolitical boundaries are a list of ISO 3166 
country codes. A “!” in front of a country code 
excludes that country from the previous list of 
geopolitical boundaries. 

Client Read/Write

cdmi_retention Take from XAM Client Read/Write

cdmi_encrypton Algorithm, key length, etc… get FIPS list Client Read/Write

cdmi_max_latency Desired Maximum time to first byte. Client Read/Write

cdmi_max_throughput Desired Maximum data rate on retrieve. Client Read/Write

cdmi_delete_method Defines how deletion is performed – secure 
wipe, DoD, get list from

Client Read/Write

cdmi_RPO The desired point in time of recovery for this data Client Read/Write

cdmi_RTO The desired time to restore this data Client Read/Write

For each data system metadata element, there is an actual value that the offering is able to achieve at this 
time (see Table 17).

Table 17. Actual Values of Data Systems Metadata Elements

Metadata Actual Value Description Source Permissions

cdmi_data_redundancy_actual The current number of complete copies of 
the data object at this time

Client Read-Only

cdmi_infrastructure_redundacy_actual The current number of independent 
storage infrastructures supporting the 
data currently operating

Client Read-Only

cdmi_data_dispersion_actual The current lowest distance (km) 
between any two infrastructures hosting 
the data

Client Read-Only

cdmi_geograhic_placement_actual A list of geopolitical boundaries in which 
the data is stored.

Client Read-Only

cdmi_retention_actual Take from XAM Client Read-Only
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Metadata Actual Value Description Source Permissions

cdmi_encrypton_actual Current algorithm in place, key length, 
etc… get FIPS list

Client Read-Only

cdmi_max_latency_actual Measured maximum time to first byte Client Read-Only

cdmi_max_throughput_actual Measured maximum data rate on retrieve Client Read-Only

cdmi_delete_method_actual Actual algorithm to be executed  – secure 
wipe, DoD

Client Read-Only

cdmi_RPO_actual The current time that this data could be 
recovered

Client Read-Only

cdmi_RTO_actual The current time it will take to restore this 
data

Client Read-Only

9 Implementation Compliance

An implementation of the interface described in this document shall meet the following requirements:

1. Requirement 1

2. Requirement 2

3. …

10 Client Usage Notes

Discussion of client considerations.
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Annex A  (Informative) Extending the Interface

This appendix contains information on how to extend the interface standard to cover addition capabilities of 
offerings.
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Annex B  (Informative) XAM API Mapping

This appendix contains information on how to map the interface standard to the standard XAM  API 
operations.
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